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Abbreviations

A&E / ED Accident and Emergency or Emergency Department

Al Artificial Intelligence

BCHC Birmingham Community Healthcare NHS Foundation Trust

BME Black and Minority Ethnic

BORD Birmingham Out of Hours GP Research Database

CAG Confidentiality Advisory Group

CD Chronic Disease

CDST Clinical Decision Support Tool

DB Database

DDF Due Diligence Form

DDP Due Diligence Process

DRF Data Request Form

DSA Data Sharing Agreement

DTC Data Trust Committee

DTLR Data Trust Learning Review

GDPR General Data Protection Regulation

GP General Practitioner

HRA Health Research Authority

HDRH Health Data Research Hub

HDRUK Health Data Research UK

IAO Information Asset Owner

ICU Intensive Care Unit

MAC Media Access Control

NDOO National Data Opt Out

NICE National Institute for Health and Care Excellence

NHS National Health Service

NORSE Neurosurgical On-call Referral System

OECD Organisation for Economic Co-operation and Development

PALS Patient Advice and Liaison Service

PAS Patient Administration System

PICs Birmingham Systems Prescribing Information and Communications System

PMC PIONEER Management Committee

PPIE Patient and Public Involvement and Engagement

QA Quality Assurance

REC Research Ethics Committee

SNOMED Systematised Nomenclature of Medicine

UCLH University College Hospitals London

UHB University Hospitals Birmingham NHS Foundation Trust

WM West Midlands

WMAS West Midlands Ambulance Service University NHS Foundation Trust
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Table 1: Description of changes to the protocol during amendments

Protocol|Section |PagelOverall Amendment
Version No. [Descriptor

1.1 N/A N/A Original NA

approved
protocol

2.0 Contacts[2 |[Name and |Change of personnel
contact from Dr Clark
details of  |Crawford to
IAO for Professor Alastair

PIONEER Denniston, in line
with UHB’s policy for
databases

2.0 Table 2 [7-8 |Database [The inclusion of
resource routine health data
which describes care
journeys of people
who did not require
an acute care record
(for example, all
diagnoses and tests
made in planned
care) as a
comparison
population.

2.0 2.1 11- |PIONEER Added need to use
12 Jrationale elective data as a
comparator
population within
PIONEER, to learn
from best practice
when considering
how to improve

acute care
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pathways.

2.0 2.2 13- |Aims Added “To include
14 routine health data
which describes care
journeys of people
who did not require
an acute care record
(for example, all
diagnoses and tests
made in planned
care) as a
comparison
population.”

2.0 2.4 15 |Delegated |Added “Note, for
authority  [this protocol, where
‘the Director’ is
named to perform
an action, this action
can be performed by
a nominated person
who has been
delegated that
action by the
Director. Also,
where the 1AO is
named to perform
an action, this action
can be performed by
a nominated person
who have been
delegated that
action by the IAQO.”

2.0 2.5 18 [Patient Added PPIE work to
consultation |ensure patient
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support to adding
elective health care
data to PIONEER as a
comparator to acute

services.
2.0 2.8 20 [Inclusion A comparator /
Criteria control population of
patients with the

same diagnoses as in
inclusion criteria 1,
but who did not
require an acute care
contact and instead
used elective or
planned services.

2.0 2.10 20 [(Identifying |A comparator /
participants |control population of|
patients who did not
require an acute care
contact and instead
used elective or
planned services can
be included if
needed to answer a
specific research
question.

2.0 2.11.1 |21 |[Section 251 |Updated text as CAG
support now given
and section 251
approvals are in
place.

2.0 6.2.11 |53 |DataTrust [The DTC have
Committee. |[decided that support
Clarifying  [from 80% of the
their committee is
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decision- required for a data
making access request to be
process from|supported by the
a consensus |DTC. This detail has
decision, been added to the
which was |protocol, for
considered [transparency in our
too vague, [processes and to
to 80% highlight that patient
support. and public support is
crucial for data
access decisions.

2.0 6.3.4 58 [PIONEER Section added to
member describe the process
requests when a member of
data from {the PIONEER team
PIONEER requests data access

for their own
research

project. This
includes declaring
this as a conflict of
interest and ensuring
the data requestor is
not involved in
processes where
data access decisions
are made.

3.0 Contacts2  [Contact list [Updated names due
to staff changes
since the last
protocol revision.

3.0 Table 2 |9 |Duration of [Extended the
research provisional end date
database  [from 2025 to 2028.
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3.0 Table2 [9 [Data Explicitly added the
and and inclusion of data
2.11.1 |26 which can impact on
acute admissions but
is not within the
electronic health
record. This could
include
environmental data
(such as air quality),
experimental
biomarkers from
translational
research, for
example.

3.0 2.6.1 21 [Privacy Link to live privacy
statement [statement added in
protocol

3.0 2.6.2 22 |Website Details of the
PIONEER website
added to protocol.

3.0 2.6.3 22 [Email Updated email
address.

3.0 2.6.5 23 [Exclusivity of|After some enquiries
data about whether a
dataset requested
from PIONEER can
be exclusively
“owned” by a
requestor, we have
added an explicit
statement to our
protocol that
PIONEER data will be
non-exclusive and
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that we may curate
similar or even the
same dataset for
other researchers.
This is to support
open,

reproducible science,
where researchers
can check and build
on other people’s
findings. This is in
line with the FAIR
principles of

data used in science
(that the data should
be Findable,
Accessible,
Interoperable (able
to be linked to other
data) and Reusable).

3.0 2.11.1- |27 |Data Explicitly stated that
2.11.3 |and |processing |data processing and
and 4  [34- [and storage [storage can occur
and 5.1 -|35 both on-premise and
5.3 in cloud services
appointed by the
Data Controller,
reflecting UHB's
move to cloud
processes. The cloud
services are secure
and reduce the need
for sending data to
other centres for
analysis, as we can
offer secure

analytical
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environments which
remain under the
Data Controller.

3.0 2.11.9

33

PIONEER
specific Opt
out

Added information
which highlights how
people can Opt out
of PIONEER
specifically which is
also reflected on the
UHB privacy notice

3.0 5.3.6 41-

42

Clarification
of where
cloud
processing
systems will
be based.

PIONEER cloud
systems are based in
Microsoft UK

South. Although
unlikely, there may
be a requirement for
Microsoft to move
the storage centre
due to technical
reasons. We have
clarified how
PIONEER would deal
with this, should it
happen, including
the approvals that
would be needed.

3.0 Figure 3 46

Figure
amendment

An arrow from first
red box on the left
has been moved to
feed directly into the
DTC box at the end.

3.0 6.1 47

IAdditional
assessments

Amended to reflect
the current
assessments
undertaken, added
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Feasibility and
Financial
Assessments

3.0 6.2

55

Patient and
public
involvement
and
engagement
in data
request
forms. The
role of IAO
and DTC.

Following feedback
from the Data Trust
Committee (our
public group who
review all data
access requests for
PIONEER), they wish
for explicit
permissions written
in the protocol which
highlights their role
in reviewing and
commenting on PPIE
work in data
requests. We have
explicitly added this
as a role for the DTC
rather than the IAO,
in accordance with
public feedback.

3.0 6.2.1.1

DTC

Clarification about
the role of Chair of
the DTC, now
highlighting that this
can be a professional
PPIE Chair - a person
who is employed to
support and
facilitate patient and
public involvement
in PIONEER (which
would be non-voting
role) or a “lay” Chair
not employed by
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organisations
associated with
PIONEER but still
paid for their time
when they
contribute to
PIONEER.
3.0 Box4 |57- Removing [Public members of
58 [namesof [the DTC have asked
DTC that their names are
members  |not on the PIONEER
from website, but that the
PIONEER name of the Chair of
website the DTC is named.

3.0 6.3.4 64- |PIONEER Further clarity about

65 [team the roles of
member researcher and
requests processor when a
access to data request
data involves a member

of the PIONEER
team.

3.0 7.1 65 [PMC name |In response to our
and some  |experience of
actions running PIONEER
changed since 2020, the

operations of the
PMC have changed,
and the protocol has
been amended to
reflect this.

3.0 7.2 66 [SEG Some details of the

Strategic Executive
Group have been
changed to reflect
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changes to the Board
structure of UHB.

4.0 N/A N/A

Protocol for [N/A
new IRAS
submission
for next 5
years
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Table 2: Database Resource

Title of database:

Rationale:

Establishment
responsible for the
database:
Duration:

Resource:

Use:

18
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PIONEER: The UK Health Data Research Hub in acute care

Linkage of routinely collected acute care data from community and

secondary care providers and related health-relevant data to improve

unplanned healthcare provision for the UK’s population and beyond.

University Hospitals Birmingham (UHB) NHS Foundation Trust

5 years provisionally from the date of the active protocol.

Routine acute care data from healthcare providers and relevant health

related data.

Generation of a long-term prospective database of linked care data to

include but not be limited to details of:

Patient demographics

The health care journey and process of care patients undergo.

The symptoms and cause of the acute care contact.

Acuity data including measures of how unwell people are on
presentation.

Previous medical and surgical conditions.

Previous medications and treatments.

Investigations for the acute presentation including images.
Treatments provided to the patients.

Outcomes including escalation of care both within (such as move to
intensive care) and outside hospital (such as an increase in social care
requirements).

The inclusion of routine health data which describes care journeys of
people who did not require an acute care record (for example, all
diagnoses and tests made in planned care as a comparison
population to those who required acute care).

Data which is not part of routine care but provides information which
is aligned to health data, such as environmental, experimental and

translational or socioeconomic data, to better understand how these

PIONEER Protocol Version 4.0



contribute to acute ill health. These datasets may be open source
(for example, air pollution, weather and pollen count data, which is
freely available from UK government sources and includes
geographical location). These datasets may have a specific data
controller. In each case, the PIONEER team would gain necessary
approvals or licenses prior to data ingestion and linkage to health
data. The PIONEER team will be guided by the Information Asset
Owner (IAO) and would gain IAO approval prior to data access by
researchers, following our usual processes.

Uses will include the provision of a license to study de-identified patient

data in accordance with governance and ethical approval and UK best

practice, following contractual agreement with the Data Controller

(reviewed by the Data Trust Committee (DTC)) with the specific remit to

improve health care and health choices for UK patients within the NHS

Registration: ¢  People with an acute care contact within a data provision partner,
including longitudinal data relating to their healthcare journey before
and after the acute presentation.
e A comparator population of patients with the same condition who
did not require an acute care contact.
Inclusion Criteria: 1. Patients who have sought unplanned or acute health advice or care
from a data provision partner.
2. Patient has chosen to not opt-out.
3. A comparator / control population of patients, but who did not

require an acute care contact.

Exclusion Criteria 1. Patients who have chosen to opt out.
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1.0 Introduction

1.1 Definition

Acute care is any unplanned health care contact. This can be from a General Practitioner (GP) but due
to a lack of primary care appointments, it is increasingly via out of hours GP services, minor injuries
units, hospitals or by calling 111/999. Acute care includes presentations of any cause (medical or
surgical, trauma, paediatrics or women'’s health), and acute care is disease and organ agnostic. In
secondary care this includes presentation to the Emergency Department (ED), Acute Medicine, Acute
Surgery, and Intensive Care Units (ICU). In community services, this can include calling 111 or 999,
visiting a pharmacy, seeking an urgent GP appointment, or requesting an urgent, new or increased
community service, such as district nurse review or social support to help meet the needs of an
unplanned health issue. Increasingly, it is recognised that the care of acutely unwell patients requires

specialist skills, with Acute Medicine being recognised as a separate medical specialty since 2009.

1.2 Epidemiology

Each year the NHS provides approximately 110 million urgent same-day patient contacts(1), and the
number of people seeking unplanned medical help and admission to hospital are rising. The cost of
this to the NHS has been estimated at £17bn per year, and frontline NHS staff struggle to meet the
demand for patient care. The UK aims to provide Accident and Emergency (A&E) care within four
hours, however, in recent years the proportion of patients looked after within this target has been
falling. This has been caused by rising demand in A&E departments, and an inability to transfer
patients to other hospital wards or sites due to delays in the transfer of care from the hospital back to

the community(1, 2).

1.3 The fragmented nature of acute care provision

Acute care is currently provided by a number of different providers across community and secondary

care, as shown in Figure 1.
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Figure 1. Options for acute care provision across the UK healthcare system

Although patients can present to any of these settings, or be transferred between them by ambulance
providers, currently little health data is shared between providers. This means healthcare providers

are blind to the journey’s patients undergo as they cross care providers.

These journeys can be convoluted and complex, and the lack of joined up data can hinder the

diagnostic process. For example, a real-world journey for one patient consisted of:

® avisit to their GP with a lower respiratory tract infection,

* 8 months later, a visit to another GP where a blood test for tiredness identified mild anaemia,
® atrip to an out of hours GP with a urinary tract infection,

e an admission to hospital with sepsis,

e aroutine blood test at their GP where mild chronic kidney impairment was noticed,

e afall and hip fracture treated in a different hospital.

The unifying diagnosis was myeloma and each of these presentations is a recognised feature of the

disease, but the diagnosis took 6 years to confirm. A joined-up healthcare system may have been able
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to identify this disease earlier; a joined-up healthcare system with software user prompts to recognise

clusters of symptoms could have facilitated this process.

1.4 The Challenge of Acute Care Provision

There are known health inequalities associated with acute care and some patients experience poor
outcomes. People from lower socioeconomic groups are more likely to present to EDs(3) and,
following initial treatment, return afterwards for follow up care(4). Lower socioeconomic status was
also associated with poorer outcomes following emergency care even when disease burden was
adjusted for(5). Ethnicity also affects the use of emergency care, with those from Black and Minority

Ethnic (BME) groups more likely to access care as an acute care contact(6, 7).

One in five patients with cancer are diagnosed as an emergency, which is associated with worse clinical
and patient experience outcomes compared with other diagnostic routes; these poorer outcomes are
partially but not completely explained by later stage at diagnosis and disease-related complications(8-
10). 6.5% of acute presentations relate to adverse drug reactions or side effects from prescribed
medications(11). Chronic disease (CD) accounts for two-thirds of emergency medical admissions and
approximately 80% of all healthcare costs and the new diagnosis of a CD occurs in 20% of acute care

attendees, often at a late stage(12).

Data from UHB’s ED has shown that in 2023-2024, 30% of acute presentations required reassurance
without investigation or treatment and 30% required one investigation without admission. 74% of
acute care contacts travelled by private car to their care provider, therefore a 30% reduction could
save up to 33m car journeys per year. One in three patients with an unplanned admission to UHB had
five or more health conditions, but the evidence base for assessing, treating and monitoring multi-

morbidity is extremely limited.

There is significant heterogeneity in clinical presentation, burden of symptoms, response to treatment
and capacity to recover. However, most acute care guidelines broadly suggest a simple, linear “one
size fits all” algorithm to assessment and management, which may not be fit for purpose for today’s

population.
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Despite the scale and cost of acute care, this specialty has not benefited from the same level of
innovation or academic endeavour that some other specialties have enjoyed. This was highlighted in
the 2018 National Institute for Health and Care Excellence (NICE) guidelines for the delivery and care
processes within Emergency and Acute Medical Care, where most of the recommendations were
expert consensus opinion and great emphasis was placed on the need for further research(13). There
is a critical need for new patient pathways, diagnostic processes, therapeutics, and devices in acute
care, based on real world evidence, to offer patients the right care at the right time and in the right
setting. There is also a need to reduce the reliance on acute care services, by learning from “best
practice” disease management, where acute admissions to hospital are avoided through planned
services provided in the community and out-patient investigations, as management through

unplanned services has been consistently associated with worse outcomes for patients(14).

2.0 PIONEER

2.1 PIONEER Rationale

The very scale of the acute care problem could also provide a solution to developing better care for
patients. By understanding the acute care experience of patients, there is an opportunity to identify
critical points in delivery pathways where new approaches, treatments and devices might
revolutionise care. Linking health records across traditionally siloed providers should offer significant
benefits to the care of that individual, especially in those patients with complex care needs and

multiple health conditions.

With support from patients and the public, linking health records for the population and allowing
these effectively anonymised data to be used to understand acute care processes and then model
and test new approaches could significantly improve the health care of the nation and help deliver a
sustainable NHS. This approach benefits from ‘big data’ - and the ‘bigger’ the data, the greater the
opportunity.

Acute care services insights from PIONEER to date have shown the importance of describing acute
care pathways in depth and identifying where preventing diagnostic delays or implementing new
processes could improve outcomes. However, to understand the impact of acute care pathways and

to determine if specific patient groups are more or less likely to experience negative outcomes from
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utilising acute care pathways, some projects supported by PIONEER would benefit from a comparator
or control population. The control/ comparator populations comprise of routine care data from
people who did not utilise acute care services, and instead had their disease or condition managed
through planned (or elective) services. By using this routinely collected ‘elective’ data for a named
condition and comparing this to patient data and outcomes who have used unplanned services instead
for their care, PIONEER can continue to consider where care pathways can be improved, and the

reliance on acute care reduced.

2.1.1 The West Midlands as a central heart for PIONEER

There were strategic advantages for starting this process within the West Midlands (WM) back in
2020. With a population of just under 6 million, the West Midlands has one of Europe’s largest, most
diverse and non-transient populations. The West Midlands has the highest birth rate in England and
is one of the youngest regions with 40% of the population aged under 25. The region faces significant
health challenges that impact on regional productivity. Life span is reduced by 1.4 years in females
and 1.9 years in males when compared to the South East of the UK. Health span (years spent in good
health) is even further reduced with 66.8% of the West Midlands population being obese or
overweight. Consequently, citizens experience a high burden of cardiovascular disease, cancer and
type 2 diabetes, often at an earlier age than the general population. Poor health drives low
socioeconomic status, with the West Midlands having a high percentage gap in employment rates

between those with chronic illness, compared to the general population.

It is known that patient’s often present to different West Midlands hospitals depending on the nature
of their illness, whether individual hospitals are on “divert” or patient preference. However, even
hospitals working within the same NHS Foundation Trust (UHB: Queen Elizabeth, Heartlands, Good
Hope and Solihull) do not share linked patient records, so these journeys cannot be tracked across
centres. Care provided by different NHS Trusts or services are even more siloed, preventing an

understanding of how health journeys fit together.

The region also has the tools to drive positive change and improve lives. With forward thinking
planners and policy makers, the West Midlands has a well-developed Local Industry Strategy that
places health innovation and data science at the heart of regional growth. The West Midlands also

includes 18 acute health care trusts, 7 mental health trusts, 1 ambulance service, a thriving MedTech
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community, and leading academic institutions with a civic focus. This creates significant opportunities
through collaborative working to develop regional innovation and workforce capabilities, which can

be scaled up nationally to improve outcomes for both the local and national populace.

UHB NHS Foundation Trust has developed an award-winning electronic health record. This includes
the Birmingham Systems Prescribing Information and Communications System (PICs), which is able to
capture real time physiological, drug prescribing and administration, investigations and laboratory
data, integrated with care processes and patient pathways. This system has been available for over
twenty-five years and UHB have significant expertise in implementing regional health data systems as
part of clinical care (for example the 100K Genome and tertiary referral system for neurosurgery,
called the NORSE database within a robust information governance framework. This expertise was
used to establish and run PIONEER over the last 5 years, and we have expanded the team to bring in
a diverse mix of required expertise, especially around Azure Cloud technology and Data Science.
Furthermore, the West Midlands Secure Data Environment was established using the expertise and

experience gained from PIONEER, and has been operational for 18 months.

Since our original ethics and Confidentiality Advisory Group (CAG) approvals in 2020, PIONEER has
gathered data from across acute care providers - this data has been processed (including removing
patients requesting to opt-out), linked (where applicable) and de-identified. PIONEER is now providing
the first holistic data-record for acute care, and we are seeking to continue and expand our database.
Centring on patient benefit, we combine routine acute care provision with unparalleled detail and
data granularity. UHB are the data controller for PIONEER and support us by enabling data from
patients who present acutely to UHB’s four hospitals (Queen Elizabeth Hospital, Heartlands Hospital,
Good Hope Hospital and Solihull Hospital) to be linked, so that their care journeys can be understood.
Other partners have joined through signing data sharing agreements (DSAs), namely West Midlands
Ambulance Service University NHS Foundation Trust (WMAS), University College Hospitals London
(UCLH), Birmingham Community Healthcare NHS Foundation Trust (BCHC), University Hospitals
Plymouth NHS Trust. Future partners joining PIONEER will complete DSAs, enabling patient journeys
to become more fully linked. Several sites across the country have expressed interest in participating,
and PIONEER also maintains a strategic partnership with the Society for Acute Medicine. There is also
global interest from healthcare organisations across Europe, Australia, India, Dubai, and America.

These collaborations will create further opportunities to improve patient care and choice.

25 PIONEER Protocol Version 4.0

HRA number 356915
REC 25/EM/0130



This positions PIONEER as an exemplar for making the NHS ‘Al-ready’ in an area of critical clinical
challenge. Case studies prove the suitability of the acute care environment for artificial intelligence
(Al) health applications (e.g. automated prompts to assist with appropriate diagnosis and
prescribing(15)). PIONEER supports innovation by making existing inaccessible datasets discoverable,
by bringing scale and efficiency to dataset aggregation, and by curation of effectively anonymised

routinely collected data.

2.2 Aims

The overarching aim of PIONEER is to enable research that improves the health and wellbeing of local
residents, with outputs that are also nationally and globally relevant, and to reduce health inequalities

through access to health and care data under appropriate governance and public oversight.

PIONEER will continue to provide an NHS-owned and managed technical platform, along with an
ethical and legal framework (outlined in this protocol), to ensure transparent and publicly supported
access to effectively anonymised, routinely collected health and care data. Data from acute care
contacts will continue to be linked and made available to researchers in an effectively anonymised
form, following the Five Safes Framework (Section 4.3) and FAIR data principles (see Section 4.3.5).
Access to data will only be granted with the approval of the DTC (see Section 5.2.1) and when the

proposed use has clear potential for public benefit, including improving healthcare provision.

Additionally, PIONEER may access data from patients who have not required acute care, providing a
"best practice" population for comparison, where justifiable to improve acute patient care. This
allows researchers to identify patient groups at greater risk of missing elective care or over-relying on
acute services, enabling improvements in care pathways and ensuring equitable access to elective

care services.

2.3 Objectives

PIONEER will support the following objectives:
1. To maintain and expand an NHS-controlled research database and analytical platform to

understand and inform acute healthcare processes and long-term consequences for patients
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admitted to hospital which can inform current and future patient health care and health
processes.

2. Continue to work with patients, the public and other stakeholders to ensure that the design,
development and governance of data access through PIONEER are in the public interest, and
that these principles are communicated effectively on behalf of not only PIONEER, but to
improve understanding of the value of health data research and HDR UK more generally.

3. Continue to bring scale and efficiency to dataset aggregation and curation of effectively
anonymised routinely collected data relevant to unplanned and acute health care.

4. Continue to make these and existing inaccessible datasets discoverable and appropriately
accessible to research organisations, NHS bodies conducting continuous improvement
activities (e.g. audit, service evaluation and transformation), and those who are conducting
innovation activities which will lead to direct patient benefit.

5. Continue to provide a physical environment of cross-sector collaboration with strong
relationships between NHS, industry and academic consortium members to support

research, development and innovation.

2.4 PIONEER Design

PIONEER is the name of the research database and we are seeking permission to continue

collecting and linking data from national acute care providers.

The PIONEER Research Database will continue to join acute health data from a number of different
healthcare providers. Initially this was Queen Elizabeth Hospital, Heartlands, Good Hope and Solihull
Hospitals (all part of UHB NHS Foundation Trust). Data in PIONEER was then linked to WMAS and
BCHC datasets. PIONEER also houses data (unlinked) from UCLH and is currently working with
University Hospitals Plymouth NHS Trust to import their acute care data. PIONEER also holds data
from the Society for Acute Medicine Benchmarking audit, bringing together data from approximately
160 care providers to review acute medicine performance across the country. PIONEER will continue
to identify additional datasets and data collection centres, to provide greater value of the database
for research and ultimately patient benefit. Datasets will include but not be limited to health data, as
other data sources (patient reported information, pollution measurements) may inform acute care

utilisation. All data collection centres will operate within the same mechanism as described below.

27 PIONEER Protocol Version 4.0

HRA number 356915
REC 25/EM/0130



Patient data will continue to be collected as part of their routine care when seeking medical assistance.
Initially, any contact with acute care services from UHB (a patient attending the ED, or acute medical
or surgical unit) will be the trigger for PIONEER data collection. From that time point, acute care
contacts and planned health care utilisation within UHB will be mapped retrospectively and
prospectively. This will provide a clear picture of preceding symptoms and health care problems, and
prospectively over time, determine changes in healthcare utilisation after an acute care presentation.
This health record will be linked with other acute care contacts from other health data partners within
PIONEER for research objectives, such that the patient journey can be tracked, for the first time, across
acute health care providers in the West Midlands and nationally. Then, all acute care triggers from
the WMAS is being included and linked. Ultimately, initiating acute care contacts from other health
data providers will also trigger data curation, creating an ever more complete dataset of acute care
provision regionally and nationally. These healthcare contacts are unpredictable, so no minimal or
maximal timelines for data acquisition will be set. PIONEER will also include data from patients who
did not use acute care services, but had their care delivered through elective (planned) services, as a

comparator population.

PIONEER is made up of a Director, a Deputy director, a Management Team consisting of Workstream
leads, Workstreams and a coordinating project manager/project officer. This will be referred to as the

PIONEER team. This is the operational team.

Note, for this protocol, where ‘the Director’ is named to perform an action, this action can be
performed by a nominated person, with the relevant competencies, who has been delegated that
action by the Director. Also, where the IAO is named to perform an action, this action can be

performed by a nominated person who have been delegated that action by the IAO.

PIONEER will be guided by the DTC (see Section 5.2.1) - a public and patient group to review and guide
all decisions for data release, and a Senior Responsible Officer (SRO) - a senior individual from the lead
organisation to assist with strategic decision making and reviews adherence to governance and
financial sustainability. The DTC is the advisory and the SRO is the strategic advisory support to
PIONEER.
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The PIONEER team within UHB led the initial design and build of the database, including construction,
configuration, implementation, and Quality Assurance (QA) testing. The team will continue to be
responsible for maintaining, expanding, and securely hosting the database. Additionally, the PIONEER
team will facilitate data processing activities for data centres and offer expert data analysis consultancy

to applicants whenever required.

The utility of the PIONEER dataset is vast, with benefits including but not limited to improvements to
service delivery and design, development of technology, feasibility exercises for clinical trials. Since
2020, PIONEER has significantly contributed to the future of healthcare through real-world data and
collaborative efforts, demonstrated by over 110 completed data requests, provision of ethically
licenced data to >470 analysts, publication of >50 academic publications, creation and sharing of 108
platinum datasets via the HDR UK Innovation Gateway, engagement with over 5,000 attendees at talks

and events, and support for grant-funded research totalling over £52 million.

Example use cases:

1. Developing and testing self-management software and wearables designed for patients
2. Pathway innovation to tackle diagnostic delay and reduce chronic disease burden
3. Point of care testing and live data streaming to provide interventions closer to home and

avoid unwanted or needless admissions
4, New therapeutic targets in drug discovery and real-world trials in acute care
5. Identifying specific populations at risk of poorer outcomes in acute care and those most

likely to respond to new therapies

6. Identifying medicine under/over use and drug:drug interactions.
7. Supporting the development of clinical decision support tools (CDSTs)
8. Providing real-world and synthetically generated health data to support identification of

different diseases, including rare diseases

9. Enable analysis and benchmarking of pre- and post-implementation of new medications,
processes or national policies/initiatives

10. Enable detail pathway mapping and simulation work to model potential new service models

or the impact of new and existing pathways.

11. Offering more choice in how patients can access the acute healthcare they need when they
need it.
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And to the wider community:

1. Up skill the workforce in health data

2 Attract health related industry to the UK

3. Solve our own healthcare challenges

4 Have first access to health innovation across regional providers

To continue to realise these benefits PIONEER will seek to continue our work with the following classes
of research bodies:

e NHS Bodies (Trusts, GPs and Health boards)

e Higher Education Institutions (Universities and Colleges)

¢ Industrial/Commercial Sector - Small, Medium and Large Enterprises

* UK Governmental Bodies

e  Charities

2.5 Patient and public engagement and involvement in the development of

PIONEER

The theme of the PIONEER Acute Care Hub was developed within workshops consisting of 168
members of the public, patients and healthcare providers. We held three separate workshops; one
for patients with chronic illness (who were frequent healthcare “users”) and their carers; one for
members of the public who had not accessed secondary healthcare frequently; and one for NHS
hospital staff and GPs. They were asked to consider which parts of healthcare provision needed the

most improvement.

The workshops identified that:

1. Unplanned healthcare contacts are the most negative experience within the NHS, noting the
lack of new approaches and delays in acute care due to over-stretched front door services.

2. Research needed to be more inclusive: single chronic disease focused research was less able to
address the health concerns of our ageing, multi-morbid patients.

3. Research needed to be more inclusive across regional sites, to understand and improve acute

healthcare in geographical areas of the greatest need.

4, Research should benefit all ages, including children and older adults
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5. Improvements in acute care was the main priority for health innovation (including new ways of
accessing healthcare, admission avoidance, hospital care at home, ambulatory care, tracking

patients’ own health and new therapeutic approaches).

We asked the same 168 people about their thoughts on health data use. After discussing real world
examples of how health data had improved aspects of care, 99% of participants were happy for their
de-identified health data to be used in research for patient benefit. After discussing real world
examples of how health data had improved non-healthcare services (public transport or local services),
96% of participants were happy for their de-identified health data to be used in non-health related
research for public benefit. After discussions about the type of researchers who may request access
to health data, the principles of General Data Protection Regulation (GDPR); identifiable data,
pseudonymised data and de-identified data, and the principles of appropriate data sharing using the
concepts of the Five Safes Framework, 100% of participants were happy for their de-identified health
data to be accessed by NHS staff not directly involved in their care; 98% by academic researchers not
involved in the NHS and 94% by industry, if the data would improve health or care for other patients

or members of the population.

Since these initial workshops, PIONEER has engaged directly and discussed these issues, including the
use of de-identified data without explicit consent, with >300 members of the population. PIONEER
involved >40 children aged between 13 and 17 in these discussions, as the National Data Opt Out

(NDOO) includes children aged 13 and over.

The results of this PIONEER specific consultation are that the following percentage of patients would
be happy for their de-identified health data to be used, without their explicit consent in the following
circumstances:

e 98% for research which improves NHS services

e 93% for research undertaken by healthcare staff

*  90% for research undertaken by academic staff not connected to the NHS

e 82% for research undertaken by industry

These initial consultations have informed the design for PIONEER and provided a structure for
meaningful PPI/E at the executive heart of PIONEER (see Section 8). This consultation process will
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continue, and the PIONEER team have recently commenced a new survey of patients and public to

ensure we continue to engage and listen.

To ensure there is public support for the inclusion of planned, elective healthcare data as a comparator
population for PIONEER based research, the PIONEER team have discussed the inclusion of routinely
collected data with 63 patients from a number of different planned, elective services. These have
included those with cancer, respiratory, gastroenterological and cardiovascular diseases in medical
clinics, people from falls clinics and patients awaiting or recovering from elective surgery for cancers,
bowel disease and lung diseases. The aims of PIONEER were explained. Having illness treated by
elective, planned services is considered the “gold standard”, associated with better outcomes. Using
emergency unplanned services instead of planned services is associated with worse outcomes and
less well controlled disease. Patients who used elective services were very supportive of their data
being used to compare to acute services, to help researchers design better care pathways for all. 96%
said they would be happy for their data to be used by NHS researchers. 95% said they would be happy
for their data to be used by academic researchers and 84% by commercial companies associated with

health and care, if this contributed to improving health care, pathways or processes for patients.

2.6 Transparency in PIONEER operations

PIONEER will continue to provide data in the public domain regarding its operation and purpose. We

will publish this protocol once finalised, as evidence of this on the PIONEER website.

2.6.1 Privacy notices provided by the data controller and data collection centres
The controller and data providers will continue to provide information through their research privacy
notices. These notices have been reviewed by PPIE groups and deemed as sufficient and transparent
descriptions of the database’s intent and operation and are publicly available for review.

The controller’s privacy notices may be found at https://www.uhb.nhs.uk/privacy-notice, which

includes the PIONEER specific privacy notice, also available at:

https://www.research.uhb.nhs.uk/legal-and-regulatory/privacy-notice-pioneer.htmil

32 PIONEER Protocol Version 4.0

HRA number 356915
REC 25/EM/0130


https://www.uhb.nhs.uk/privacy-notice
https://www.research.uhb.nhs.uk/legal-and-regulatory/privacy-notice-pioneer.html

2.6.2 PIONEER web page

PIONEER has a public-facing webpage on the main HDR UK website alongside the other health data
research hubs (HDRH) (https://www.hdruk.ac.uk/helping-with-health-data/health-data-research-

hubs/). HDR UK have also developed their own website in collaboration with partners, patients and
the public. Additionally, PIONEER has developed its own dedicated website in consultation with the
public, patients, stakeholders, and customers. The website can be accessed at

https://www.pioneerdatahub.co.uk.

The nature and purpose of PIONEER is provided through text but also an introductory video from the
leadership team representing the NHS partners and a number of other stakeholders. This is also

available at https://www.youtube.com/watch?v=tmbHROgNLLA

2.6.3 Enquiry forms and email enquiries

Electronic enquiries from the public or potential users can be submitted via the contact forms; in

addition, contact details including postal addresses and email is provided: PIONEER@uhb.nhs.uk

2.6.4 Lay summaries, blogs and updates

A condition of all applications to PIONEER for licensed use of data is the provision of a lay summary
both of the data request and any outputs. If the application is successful, this lay summary will be
published on the PIONEER website after scrutiny by the PIONEER team and the PIONEER DTC, to
ensure that it is a readily understandable and accurate representation of the project. These will form
case summaries of use and will be added to those already published since 2020. Companies will not
be able to embargo the lay summary, but commercial sensitivities will be respected by allowing
generic summaries to be submitted, and up to a six-month delay between data provision and lay
summary release. Additionally, PIONEER will require applicants to provide a results summary as a
condition of data supply. This information will be published on the PIONEER website unless the

information is agreed as commercially sensitive and under embargo.

There will also be transparency in the process for evaluating research applications and consideration
of data access and use. This includes the standard criteria by which applications are assessed, including
public good, the Five Safes Framework and open access policies. See below in Section 4.0 and Section

5.0.

33 PIONEER Protocol Version 4.0

HRA number 356915
REC 25/EM/0130


https://www.hdruk.ac.uk/helping-with-health-data/health-data-research-hubs/
https://www.hdruk.ac.uk/helping-with-health-data/health-data-research-hubs/
https://www.pioneerdatahub.co.uk
https://www.youtube.com/watch?v=tmbHROqNLLA
mailto:PIONEER@uhb.nhs.uk

2.6.5 Record of applications to PIONEER and data exclusivity

A list of all applications to PIONEER will continue to be available on request, updated on a six-monthly
basis. The summary for each application will include the lay summary and the outcome of the
application (including any conditions, recommendations, or grounds for refusal). This list will form
part of the annual report that the PIONEER team will continue to provide to the ethics committee on

the date of the favourable ethical opinion.

PIONEER does not offer exclusivity in the use of any datasets. All datasets are provided on a non-
exclusive basis. This means that the same or similar datasets may be made available to other users

under similar terms.

2.7 PIONEER Population

Patients who have undergone an acute care contact, within UHB NHS Foundation Trust or within a
health data partner (which could be an NHS Trust, primary care practice, community health service
provider or pharmacy, for example). Since there is a critical need for acute health care innovation

which is ageless in approach, there will be no upper or lower age limit for data inclusion.

2.8 Main Inclusion Criteria

1. Acute care contact within UHB or health data partners.

2. Patient has chosen to not opt-out of the use or disclosure of their data for research and planning.

3. A comparator population of patients with the same diagnoses as in inclusion criteria 1, but who
did not require an acute care contact and instead used elective or planned services.

4. Relevant national and international datasets which align with PIONEER's remit of health and care.

2.9 Main Exclusion Criteria

1. Patients who have chosen to opt out of the use or disclosure of their data for research and

planning.

2.10 Identifying Potential Participants

Patients with an acute health care contact, initially instigated at UHB NHS Foundation Trust or from
any acute healthcare partner or health data partner. Each health data partner will be responsible

for patient identification from their own acute care records. As a comparator cohort, routinely

34 PIONEER Protocol Version 4.0

HRA number 356915
REC 25/EM/0130



collected health data from patients who did not used acute care services can be included if needed

for the specific research question.

2.11 PIONEER Patient Data Process

All steps referred to within Section 2.9 - 2.11 are presented in Figure 2 - the PIONEER Dataflow

Process, where examples of 3 data flows are given. For each example, the steps refer to the numbers

in yellow circles within the data flow diagram.

2.11.1 Processing patient identifiable data without explicit written consent

Instead of obtaining explicit written consent from each individual patient, Section 251 approval was

applied for, and support has been given for activities as described in the PIONEER protocol. An email

from the CAG have confirmed their continued support to PIONEER via their annual review progress,

the advice was there was no need for a new application as the scope and purposed of PIONEER has

not substantially changed since our original approved application. The rationale for this is that we

wish to continue to:

35

Include as many people as possible, with an aim. We need to include all patients who have
had an acute care contact within the West Midlands (Connected population clear sight of
6.2M people initially) and across the UK. We aim to include international datasets, so we can
benchmark NHS services and outcomes against the best and worst performing sites
internationally, to learn where our services can be improved. UHB alone provides >2.2M care
contacts each year and the ambulance service respond to >1.5M calls each year. Including
these numbers is vital to allow an in-depth study of acute care across the region, which can
provide national and international insight into acute care challenges.

Link healthcare journeys from the onset of symptoms across primary and secondary care
providers. Thisis to gain an insight into where common delays occur, or where new healthcare
services may have prevented an acute presentation, diagnosed a disease earlier or prevented
a complication of a chronic illness.

Include a population that is fully representative of the patient population as a whole, which
cannot be achieved from usual research cohorts.

Include data from people who have died following acute care contacts.

Include people who may not have the capacity to consent, so that the acute health journeys

of more vulnerable adults also have the potential to benefit from innovation.
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® Process identifiable data for the purpose of rendering it effectively anonymous at the earliest

opportunity.

The scale of the data, and the inclusion of data from people who have died, prevent informed consent
being obtained for data use, as would be the usual standard. PIONEER will also continue to include
data which supplements health data or helps understand acute health data challenges better. This
could include (but is not limited to) environmental data, socioeconomic data and regional, national
and international audit or research data. These datasets may be open source (for example, air
pollution, weather and pollen count data, which is freely available from UK government sources and
includes geographical location). These datasets may have a specific data controller. In each case, the
PIONEER team would gain necessary approvals or licenses prior to data ingestion and linkage to health
data. The PIONEER team would gain IAO approval prior to data access by researchers, following our
usual processes. All data will be delivered for the research request in an effectively anonymised

format.

As this is an important consideration, the use of data without explicit consent was specifically
discussed with 168 members of the public at a workshop prior to the development of PIONEER, and
with >300 people in person, to specifically test if the majority of the public would support data use in

this way - see Section 2.5 - and this support was given by most.

Patient identifiable data is being processed by the care provider as part of usual healthcare processes
and within healthcare governance. The diagram (Figure 2) clearly shows where data would then be

used by any party for the purposes of research and under the instruction of UHB.

¢ Inmarked area A for all sites, data is held on an NHS server (secure on-premise or secure cloud
platform) by the System Owners (for example an NHS Data Controller). This is identifiable
patient data stored for the purposes of health service provision apart from in example A3,
where data is sent to UHB when a health data partner who cannot pseudonymise data
requires UHB to perform this service.

* In marked area B (Private Microsoft Azure Cloud Platform procured by UHB / UHB secure on-
premise server), data will be identifiable but following cleansing and linking process will be

pseudonymised. Data will be staged in the PIONEER UHB data warehouse (private cloud or
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on-premise server) in this pseudonymised format. UHB cloud should be conceptualised as a
highly secure Private area held on Public cloud infrastructure.

¢ In marked area C, pseudonymised data in now placed on the secure Microsoft Azure Cloud
platform or the UHB secure on-premise server and inaccessible to external researchers.
Specific data fields can be effectively anonymised here to answer specific research questions.

e Area D is the secure research environment where approved researchers with appropriate
data licenses can access the effectively anonymised data staged. This is also where

researchers can browse the meta-data catalogue.

2.11.2 UHB NHS Foundation Trust (UHB Data Controllers). Example A1 on figure.

Internal data, collected as part of routine clinical care, is pooled from across multiple UHB data
systems that hold different types of imaging or other patient centred data (Step 1). Data is then
cleansed and linked to ensure quality for clinical purposes (Step 2). The data will continue to be
checked in an identifiable form for QA purposes, and any patients who have “opted out” of data
sharing will have their record removed (Step 3). The dotted line signifies the start of the research area
within the flow sheet and this dotted area signifies where the research protocol begins. Data is
pseudonymised using a confidential one-way hash; this will be shared across sites to permit data
linkage as patients utilise acute care services across healthcare providers (Step 4), but the data will
remain on UHB servers, either on-premise or Private Microsoft Azure cloud (Step 5). QA checks ensure
the data’s accuracy and validity following pseudonymisation (Step 6). Data will remain in the
pseudonymised state at all times to allow updated data linkage, as people within the data set have

new acute care contacts over time. See Freedom of Information request principles (Section 2.11.11).

Pseudonymised data will continue to be moved to a private and limited access Microsoft Azure UHB
cloud or retained on the on-premise secure server (Step 7). Pseudonymised data within this area may
be processed for purposes including research, quality improvement projects, audit, and service
evaluation by UHB staff under role-based access control, in order to improve UHB hospital services
and processes (step 8). This data will then be used to develop the metadata catalogue (Step 9). Here,

the data remains until an approved request is received.

37 PIONEER Protocol Version 4.0

HRA number 356915
REC 25/EM/0130



2.11.3 Example A2 (Non-UHB Health Data Partner with an ability to pseudonymise data)

Internal data is pooled by the health care partner for routine clinical practice as a data controller (Step
1). Data is cleansed and linked as part of routine clinical care, as described above (Step 2). The data
is then checked in an identifiable form for QA purposes, and any patients who have “opted out” of
data sharing will have their record removed (Step 3). The dotted line signifies the start of the research
area, and this is where this research protocol starts. Data is pseudonymised using a secret one-way
hash; this will be shared across sites to permit data linkage as patients utilise acute care services across
healthcare providers (Step 4). Following pseudonymisation, further QA checks to ensure the data’s
accuracy and validity are conducted by the data provider, who will still be the data controller at this
point (step 5). Then, pseudonymised data will be provided to UHB (Step 6), and at this point, UHB will
become the Data Controller, and the healthcare partner will act as the Data Processor.
Pseudonymised data will be moved to the private and limited access Microsoft Azure UHB cloud or
retained on the on-premise secure server (Step 7). Onward steps are described as above and below

in Sections 2.11.6 - 2.11.9.

2.11.4 Example A (Non-UHB Health Data Partner without the ability to pseudonymise
data)

Some potential healthcare data partners lack the digital maturity or staff capacity to be able to
pseudonymise their own health data at pace or scale. To enable their participation and meet a
requirement of the PIONEER PPI/E development groups, (that research needed to be more inclusive
across regional sites, to understand and improve acute healthcare in geographical areas of greatest

need), a third way for data inclusion to PIONEER has been developed, shown in Example A3.

Internal data is pooled by the health care partner, who will be the data controller as per usual clinical
practice and as part of routine clinical care (Step 1). From step 1b onwards, data use is for research
purposes and the research protocol pathway is initiated. Identifiable data will be sent in a selected
and staged manner to UHB. At this point, UHB becomes the data controller and the health care data
provider is the Data processor (Step 1b). This is included in the dotted line within the figure, as this
represents research activity. Data is then cleansed and linked (Step 2). The data is then checked in an
identifiable form for QA purposes, and any patients who have “opted out” of data sharing will have

their record removed (Step 3). Data is pseudonymised using a secret one-way hash; this will be shared

38 PIONEER Protocol Version 4.0

HRA number 356915
REC 25/EM/0130



across sites to permit data linkage as patients utilise acute care services across healthcare providers
(Steps 4 and 5). QA checks will ensure the data’s accuracy and validity following pseudonymisation
(Step 6). Pseudonymised data will then be moved to the private and limited access Microsoft Azure
UHB cloud system cloud or retained on the on-premise secure server (Step 7). Onward steps are

described in Sections 2.11.6 - 2.11.9.
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Figure 2: PIONEER Dataflow Process
Version 12: Date: 28/04/2025
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2.11.5 Type of data processed and its sensitivity

The data within the PIONEER database is data relevant to an individual's systemic health that is

collected as part of the routine healthcare activities conducted by regional health and care providers.

Structured Data

This includes a wide range of data types including demographics, diagnosis (captured from structured
coding), medications (including route, dose and duration of prescription (including start and stop
dates)), clinical observations (e.g. blood pressure readings, temperature, weight, etc.), laboratory
tests (e.g. haemoglobin or electrolyte levels in the blood) and outcomes. Refer to the Appendix 1 for

a summary of data types held in the PIONEER database.

The database also captures data about care processes; such as which investigations or treatments
were ordered, when and when were the investigations were completed and reported; referral
pathways and transitions of care (when and why patients move from one care setting (such as GP) to

another (such as ambulance).

Unstructured non-text data

The database includes radiological and other modality images (e.g. chest X-rays, cardiac ultrasound,
retinal photographs, Computerised Tomography and Magnetic Resonance Imaging). The benefits of
using Al algorithms to review images and form faster or more accurate diagnoses (including identifying
previously unsuspected, incidental diagnoses from images) are becoming increasingly clear.
Effectively anonymised image data will continue to be available for research and innovation use cases,
where the potential for public benefit can be demonstrated, linked to other structured health data

where needed.

Unstructured free text data.

Free text data (such as typed notations in the EHR, clinic letters or free text radiology/pathology
reports) contain rich information which is often not present in routinely collected, structured health
data. At the current time, the PIONEER wishes to continue permission for free text data required for
specific projects to be rendered into structured data by the PIONEER team, with this newly derived

structured data then available for researchers, accessible through a TRE. This will continue to be
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achieved using an approach called Natural Language Processing, NLP. It is not proposed that

researchers will have access to free text data at the current time.

However, the PIONEER is undertaking a public, patient and service user, NHS and regulator
stakeholder consultation, to co-develop a framework to allow researchers to access effectively
anonymised free text data. The outcomes of this consultation and the proposed framework will be
presented to Health Research Authority (HRA) Research Ethics Committee (REC) and CAG as a future
protocol amendment, to seek specific permission for enabling researchers to access effectively
anonymised free text data. It is likely that permissions for such activity will depend on the
demonstration that access to free text data is the only means of answering the specific research

question.

In the context of GDPR: it should be noted that the PIONEER Database will hold data that is sensitive;
this may include personal data revealing self-declared racial or ethnic origin, and religious or
philosophical beliefs; health-related data; and data concerning a person’s sex life or sexual orientation.
All data within the Database Safe Haven, will be held in pseudonymised form. Such data is held for
the purposes of supporting research activities, including ensuring that our health and care processes

are equitable and that groups of people are not disadvantaged.

A general principle is that data made accessible should be necessary and proportionate to the
purposes required i.e., there is data minimisation. When requesting access to a dataset, the applicant
must justify the inclusion of each data field. The PIONEER Technical Director, or nominated deputy,
will review the dataset to be provided to the applicant to ensure that the risk of re-identification is
minimal. The PIONEER Team (and UHB as data controller) reserves the right to refuse an application,
or limit the data fields available, based on concerns around possible privacy/security concerns or
breaches of the ‘data minimisation’ principle. This is discussed in more detail later, as part of the
consideration of the ‘Five Safes’. The data within the PIONEER Database (Private Cloud or on-prem
server) is pseudonymised data, from which researchers will only access effectively anonymised, time-
stamped extracts of that data within the safe setting of the PIONEER TRE or any other secure

environment provided meets all the agreed security standards; Section 4.3.4).
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2.11.6. Data ingress to PIONEER

The continued ambition of PIONEER is that the data entering the PIONEER data warehouse in the
Microsoft Azure Private cloud/on-prem server will be as complete as possible, linked at an individual
patient level, so that all aspects of health and care are represented, and that data is frequently
refreshed so that it will be available in near real time. This will ensure PIONEER can continue to provide
the maximum opportunities to improve outcomes for NHS patients through research and innovation.
However, it is recognised that digital maturity varies across regional and national health and care
organisations, and it is important that no health or care centre misses the opportunity to participate
in PIONEER due to digital maturity concerns, as this might introduce bias into the research delivered.
Therefore, while the extensive data resources listed above reflect the ambition of PIONEER, health
and care providers can contribute a subset of data, based on what is reasonably available. Less
digitally mature organisations will be supported by the PIONEER team to prepare their data for
research and innovation, with an expectation that participating in PIONEER will raise the digital
maturity of all health and care organisations, so that benefits can be felt equitably across the region
and UK. This protocol and the HRA, REC, and CAG approvals/support specifically covers all data
processing activities to make data ready for research in both the data providing organisations (and
their staff) and PIONEER. Refer to the Appendix 1 for a summary of data ingress to PIONEER data

warehouse.

2.11.7 Process of pseudonymisation

This is a technical process of replacing personal identifiers in a dataset with other values
(pseudonyms), from which the identities of individuals cannot be intrinsically inferred. PIONEER
maintains an association between the original value and replacement value. Examples of this process
are replacing an NHS number with another allocated random number curated within PIONEER. The
allocated number has been generated using a specific encrypted ‘salt code’ added to this, before the

combined data is then encrypted using a SHA2-256 hashing algorithm.

2.11.7.1 Irreversible pseudonymisation

This means that the original value has been parsed by a mathematical algorithm to obfuscate the
original value, and that the process. Note that ‘Effective Anonymisation’ can be implemented using
irreversible encryption, where the original value can be recovered using a linking table curated by the

PIONEER Technical Team.
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Despite this process, the very nature of the linked data across primary care and secondary care
providers, even when pseudonymised, means it may not require considerable effort to potentially
identify a patient. For this reason, only de-identified data (effectively anonymised or anonymous
data) will be shared with external agencies, apart from UHB staff on a rules-based system for audit,
quality checks, research, and formation of the metadata catalogue, as outlined in the data flow

diagram.

2.11.8 Metadata catalogue

A metadata catalogue has been produced, detailing a summary of the data currently available. This
will continue to be refreshed with version control by the Technical Team. A copy of the metadata
catalogue for data assets are available on the HDR UK Innovation Gateway and will also be available
to browse on the PIONEER webpage. Applicants can search the HDR UK Metadata catalogue and

submit enquiries about data assets via the Gateway form.

The metadata required by HDR UK is pre-determined and utilises the MoSCoW rating, which seeks to
categorise user requests into ‘Must have’, ‘Should have’, ‘Could have’, and ‘Won’t have’. We are
required to provide the ‘Must have’ and will aim to provide as much of the remaining information as
requested, which comprises summary level data. Since 2020, PIONEER has uploaded the metadata
for over 105 datasets available for licenced access. PIONEER is the top provider of datasets metadata

on the Innovation Gateway across all HDR UK Data Custodians listed.

2.11.9. Process of anonymisation and applicant access.

On receipt of an approved request, the requested data will be extracted from the pseudonymised
data hub (Step 10) and effectively anonymised (Step 11a). The effectively anonymised data will
undergo a QC check for quality and accuracy, and to ensure adequate anonymisation of all data fields.
Effective anonymisation means that information that identifies an individual patient has been
removed. The intent of effective anonymisation is to turn data into a form which does not directly

identify individuals, and where re-identification is not likely to take place.

This is a technical process of replacing personal identifiers in a dataset with other values, from which
the identities of individuals cannot be obtained. PIONEER does not maintain any association between
the original value and the replacement value. Examples of this process are replacing an NHS number

with another allocated random number.
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Effectively anonymised datasets will be created on demand for specific projects and will be held within
the PIONEER data safe haven (11b) for the applicant to access, but this will not be retained, and

PIONEER will not retain a copy of any anonymised data that was supplied to any user. The code used

to create this effectively anonymised dataset will be stored, so that the same dataset could be re-
established to check the results of research outputs if needed, but the actual anonymised dataset will
be destroyed after use at an agreed date within the data licensed. The pseudonymised data from
which the effectively anonymise dataset was made will not be destroyed and will remain safely within

the secure PIONEER cloud.

2.11.10 National Data Opt-Out Process

PIONEER ensures compliance with the NHS Digital “National Data Opt-out” (NDOO) policy using the
process from NHS Digital outlined below. Data subjects are informed of the process for ‘opting out’
via the Trust privacy notice; patients who wish to be excluded can opt out either online or via phone
registration. This is recorded on the Spine by NHS Digital, and we will cross check against this prior to

data being utilised for research purposes.

The NDOO was introduced to give patients a choice on how their confidential information is used for
purposes beyond their individual care. The information that the opt-out applies to is special category
data, as it includes information about a patient’s health care and/or treatment that has been collected
as part of the care provided for the patient. PIONEER follows the NHS Digital’s process so that,
“patients can set or change their national data opt-out choice using an online process or contact
centre service”. When a patient sets a national data opt-out it is held in a repository on the NHS Spine

against the patient’s NHS number.

The Data controller for each dataset will be asked to check if any patients have opted-out of data use;
however, it is recognised that patients may choose to opt out after their data has entered PIONEER.
In accordance with the patient’s wishes and the national data opt-out policy, as a health and care
organisation located in England, PIONEER is “required to apply national data opt-outs when applicable
to a use or disclosure of confidential patient information for purposes other than the patient’s care or

treatment.”
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In line with the NHS Digital process, PIONEER will check, by using the NHS numbers of patients,
whether a patient has registered to opt-out before the data is used/disclosed. To do this, a separate
list of the NHS numbers in the data that will be used/disclosed needs to be created. The list of NHS
numbers is then submitted to the Check for NDOO service, via the secure Message Exchange for Social
Care and Health (MESH) messaging service. The Check for NDOO service is an external service
provided by NHS Digital. The service checks the list of NHS Numbers against a list of opt-outs created
from the repository on the NHS Spine. Where a match is found, it removes the NHS number from the

list and then returns an updated list of NHS numbers (with opt-outs removed) back to UHB via MESH.

This creates a ‘cleaned’ set of data with opt-outs applied that PIONEER can then use/disclose. If a
patient chooses to opt out after data processing has occurred, then their record will be removed,
provided a link to this record still exists i.e. if this is pseudonymised data. The opt out does not apply

to fully anonymised data, since at that point there is no link back to the patient from which it derived.

PIONEER Specific Opt-Out

Patients can choose to opt out of PIONEER specifically. To do so, they can contact the PIONEER team
directly via email or contact the Patient Advice and Liaison Service (PALS) team at UHB, where they
canregister their request to opt out of PIONEER and will receive confirmation once this has occurred.

PALS can be contacted in writing, by telephone or by email. The contact information is as follows:

PALS

Queen Elizabeth

Hospital Birmingham
Mindelsohn Way
Edgbaston, Birmingham
B15 2GW

Telephone: 0121 424 0808
Email: PALS@uhb.nhs.uk
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2.11.11. Freedom of Information Act Principles

*  PIONEER will process any Freedom of Information (FOI) Act requests to meet all requirements.

e Each FOI request will be considered individually.

e Given the in-depth nature of linked data within PIONEER, even following pseudonymisation,
it would not take considerable effort to potentially identify an individual from their linked,
pseudonymised data, especially were that data linked to external datasets. As PIONEER
cannot eliminate the risk of re-identifying the individual with pseudonymisation, it is highly
unlikely that the release of pseudonymised data will be permitted under any FOI enquiry.

e All releases of data are for a specified purpose and the use of the data is restricted by
conditions specified within the Data Licence Agreement (DLA).

e Any attempt by a receiving organisation to re-identify any patients whose records are
provided in anonymised form would be considered a breach of the Data Protection Act and
the DSA.

e Effectively anonymised datasets are created on demand for specific projects and will be held
within the PIONEER data safe haven (11b) for the applicant to access, but PIONEER will not

retain a copy of any de-identified data that was supplied to any user.

3.0 Data Management

3.1 Data Collection

Data consists of routine, pre-existing health care data. This includes demographic data, data of care
processes (time acute care presentation, first assessment, first investigations and treatment, time to
discharge, grade of staff, place of care), and health care delivery (investigations and treatments,
diagnosis and onward care plans). Investigations will include imaging (radiographs, computer
tomography, magnetic resonance images etc) as well as physiological data captured as reports and
images (such as electrocardiograms and echocardiograms). The images are already stored on the
Trust local servers in data warehouses within the trust’s own legal entity. Within the UHB data
warehouse, data is stored from sources such as the Patient Administration System (PAS) and Medisoft.
See Section 2.11.4 for special category data. Refer to Figure 2 - PIONEER Dataflow Process for the

data collection process.
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4.0 Source Data and Documents

4.1 Data Handling and Record Keeping

Data will continue to be submitted directly to a secure UHB owned cloud-based environment,
maintained on the Microsoft Azure cloud platform in accordance with the UK Cyber Cloud Principles
which are outlined by the National Cyber Security Centre

(https://www.ncsc.gov.uk/collection/cloud/the-cloud-security-principles).

The cloud provision follows the standards below:

I1SO 27001:2022
An international specification for information security management. The corresponding code of

practice is ISO/IEC 27002.

ISO 27017

Code of practice for information security controls based on ISO/IEC 27002 for cloud services.

ISO 27018
Code of practice for protection of Personally Identifiable Information (Pll) in public clouds acting as

PIl processors.

The database platform complies with the Department of Health Information Governance policies
and standards for secure processing of patient healthcare data, as set out in the Information

Governance Toolkit of the Health and Social Care Information Centre.

Access to data on the private cloud and on-premise server will be limited to UHB Technical staff who
have undertaken appropriate training and are processing data on behalf of the PIONEER Data Hub.
These staff have access to identifiable data as part of their role in the trust to process data for

reporting, service improvement and healthcare provision.
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4.2 Data Validation and quality

Data will be cleansed and matched in each trust’s local server, as per usual data controllership
activities (as described in Figure 2). Data cleansing is the process of detecting and correcting (or
removing) corrupt or duplicate or inaccurate records from a record set, table or database. It refers
to identifying incomplete, incorrect, inaccurate or irrelevant parts of the data, and then replacing,

modifying, or deleting the dirty or coarse data.

Secondly, the data will be normalised; this is the systematic process to ensure the data structure is
suitable or serves the purpose. Here, the undesirable characteristics of the data are eliminated or
updated to improve the consistency and the quality. The goal of this process is to reduce redundancy,
inaccuracy, and to organise the data. The data will only be pseudonymised when these processes

are complete.

QA of the data will take place within the local trust servers prior or in the Private Microsoft Azure
Cloud, and during the effective anonymisation process in the Shared Private Microsoft Cloud. The
QA will check whether the record counts are correct as per expectations; whether mandatory fields
are populated; whether the primary and foreign keys work; and whether the pseudonymisation has

been successful if Systematised Nomenclature of Medicine (SNOMED) codes have been appended.

PIONEER requires support for ongoing access to clinical systems, and by doing so it will support
maintenance of accurate data. Data will be either refreshed (pulling new accurate information), or
cross checking of data will occur on a frequent basis. The published date is a mandatory field in the
metadata catalogue and will be clearly identified. Once the data has been effectively anonymised
there will be no ability to update the anonymised data sets. However, the code pertaining to that
version of the effectively anonymised data will be keep so that the same anonymised dataset can be
generated. Alternatively, another effectively anonymised data set can be produced, and this would

be version controlled by the date against which it was produced.

To ensure the quality of data contained within datasets the quality processes below will be used

against the datasets.

Firstly, the processes will perform against particular “Standards”:
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ISO 11179 Metadata standard
ISO 8000 Data Quality
ISO 25012 QA

Secondly each dataset will be checked for completeness and consistency, such that the data

contained within is appropriate for that dataset and the data is accurate and cleansed. To help

achieve the required data quality a 'Plan-Do-Review' process will be used. This will be coupled with

the following controls:

50

Dataset Version Management
Access control for curated datasets under version control
Risk-management Controls
o e.g. Security controls
Role-based access
o e.g. Manual quality-check 'gateways'
e.g. 'Sensitive/Personal Information' removed
Pseudonymisation correct and traceable
Anonymisation correct and untraceable
Categorised Reference Data (aka Master Data)
Categorised Transaction Data
ASCII character set or Unicode
Mandatory fields populated
Range constraint on data fields (e.g. Age 0 to 150)
Remove leading and trailing non-visible characters
Primitive Data-type constraint (e.g. integer, decimal, string, Date)
Entity Data-type constraint (e.g. DoB, Country Code, Disease, Postcode, SNOMED)
Uniform spelling
Duplication alerts
Missing data alerts
Semantic compatibility / ontology-checked (e.g. NHS & PIONEER data-dictionary)

Foreign-keys matched to Primary keys within included tables
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e Auditability built-in / considered from the start

The aim of the project is to link patient journeys across Acute Care settings. A shared ‘secret salt’ will
enable this process to happen, by facilitating consistent pseudonymisation, such that the same
patient would always have the same pseudonymised ID regardless of the Trust undertaking the

pseudonymisation.

These processes will help to ensure the continued data quality of the PIONEER data.

Only when these processes are completed will the data be pseudonymised. Quality checks will

ensure data quality prior to releasing data onto each of the next stages as shown in Figure 2.

4.2.1 Training
As this is an innovative project there will be ongoing development to support the application of the
data, including but not limited to:
e Data Protection and Information Governance - including institutional GDPR and Cyber
security training and Data Security Awareness Programme provided by NHS Digital and

Health Education England (see https:.//www.e-Ifh.org.uk/programmes/data-security-

awareness/)
e Datadictionary creation
e  Support with analysis of the data

¢ Development and testing of algorithms to improve patient care delivery

4.3 Data Security and the ‘Five Safes’ Framework

PIONEER is committed to continued promotion the protection of privacy and data security in line
with the Organisation for Economic Co-operation and Development (OECD) Recommendation of the
Council on Health Data Governance, and to use a proportionate approach to the governance of data
access based on the Five Safes Framework(16). PIONEER recognises the model’s key feature that the

five dimensions ‘severally and jointly’ contribute to the safety (or risk) around data access.
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4.3.1 Safe Projects: Is this use of the data appropriate?

‘Safe projects’ refers to the legal, moral and ethical considerations surrounding use of the data. One
of the essential criteria for all projects requesting access to data will be to demonstrate likelihood of

patient benefit. Specifically, the project will be evaluated against:

e Does the research aim to bring patient benefit (‘public good’), specifically the patient
population represented by the data subjects?

e What is the predicted size of that benefit?

e What is the likelihood of the project being successful and this benefit being realised?

e What is the risk of unintended harms including potential discrimination?
It should be noted that there may also be a risk of ‘loss to public benefit’ through not doing the project.

4.3.2 Safe People: Can the researchers be trusted to use it in an appropriate manner?

‘Safe people’ reviews the knowledge, skills and incentives of the users to store and use the data

appropriately.

UHB has a longstanding expertise in managing sensitive healthcare data and is host to a number of
Research Databases, including PIONEER since 2020. The teams involved in the design of the database,
the use of cloud storage and routine processing of data have skills, training and experience to do so
safely. UHB has taken additional precautions to seek external consultancies and legal advice to verify
and confirm the suitability of both the cloud platform and the data processing architecture built within

it.

One of the essential criteria by which PIONEER evaluates all applications will be whether the applicant

is deemed to be appropriate. Specifically, the applicant will be evaluated against:

e Can the applicant be trusted to use the data exclusively for the purpose agreed, and on the
terms agreed?

¢ Does the applicant understand the reasons for the restrictions of use, including restrictions
on onward data transfer, linkage or manipulation?

e Do they have the necessary skills to undertake the work described and deliver trustworthy
outputs?

¢ Do they have the resources to complete the project?

52 PIONEER Protocol Version 4.0

HRA number 356915
REC 25/EM/0130



Evidence for answering the above questions will be supported by the PIONEER Due Diligence Process

(DDP), which is outlined in Appendix 3.

Part of ensuring ‘Safe people’ is that a condition of access for successfully approved projects is for the
applicants to undertake relevant training provided by PIONEER and to engage constructively
throughout the life of the project to ensure understanding and active acceptance of access conditions,

which will support appropriate safe behaviour.

4.3.3 Safe Data: Is there a disclosure risk in the data itself?

4.3.3.1 Sensitivity of data: The data held with the PIONEER Research Database is classed as special

category data under GDPR (see earlier, section 2.11.4).

4.3.3.2 Risk of identification: Applicants may be provided access to effectively anonymised data
using single, double or triple pseudonymisation techniques, depending on the needs of the
application. The application will be processed to ensure its state and varying degrees of safeguards

will be applied to prevent inappropriate identification. With regard to class of identification:

4.3.3.2.1 Direct identifiers
The PIONEER Research Database protocol directs the processing of data which contains direct
identifiers in order to render the data pseudonymised or effectively anonymised prior to providing

access to approved researchers for an approved purpose.

4.3.3.2.2 Indirect identifiers
The PIONEER Research Database does contain postcode, age, gender and diagnoses including rare
diseases. Risk will be managed proportionately when providing access to any data that might, alone

or through combination, lead to the identification of an individual. Specific examples include:

Post code: the PIONEER Research Database holds postcode data to support studies into equity of
access, and enable greater understanding of the health impacts of social deprivation. To reduce the
risk, however, access will not be provided to the postcode directly for research. Instead, PIONEER will

provide the required linked data on demand and provide it as part of the dataset. For example,
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providing a less specific geographical unit such as the Lower layer Super Output Area (LSOA), or the
associated data of interest such as the Index of Multiple Deprivation score. This approach reduces risk

whilst ensuring that the research value of this data is not compromised.

Age: date of birth is not provided to reduce the likelihood of identification; by default age is provided
to the nearest year, but this may be adjusted to be within a specified range of months or years
according to clinical need or risk of re-identification. For example neonates may require age data
measured within weeks or months; in contrast the oldest patients (such as centagenerians) may be at

risk of re-identification if the age in years is provided and therefore an age range may be given.

Diagnoses including rare diseases: a rare diagnosis may enable identification if combined with enough
additional indirect identifiers; this will be evaluated on a case-by-case basis and appropriate
restrictions will be placed on accompanying data, such as the specificity of any age or geographical
data provided, that might significantly increase the risk of identification. Of note, the PIONEER
processes were developed after discussion with patients with rare conditions, and they explicitly
supported the inclusion of rare diseases in this regional database (even very rare diseases which risk

identification due to rarity) to improve services for these conditions.

Data in combination: the combination of enough data fields will at some point result in a unique
profile for an individual. This provides a theoretical risk to identification, but such identification is still
only possible if that same set of data is provided from some other source. Such datasets are not in the

public domain, making this risk extremely low.

A general principle of PIONEER is that data made accessible should be necessary and proportionate
to the purposes required i.e., there is data minimisation. When requesting access to a dataset, the

applicant must justify the inclusion of each data field.

The UHB’s Caldicott guardian and Information Governance team will review the dataset to be
provided to the applicant prior to data access, to satisfy the condition that the risk of re-
identification is low, following a technical assessment of the data by a senior, technical member of

the PIONEER team, who is independent of those involved in data preparation.
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4.3.4 Safe Settings; does the access facility limit unauthorised use?
PIONEER provides a safe setting through technical and physical security, education and culture, and
contractual safeguards. It is enhanced by high-powered computing services, secure access, analytics,

and data exchange support, leveraging proven delivery expertise through UHB and Microsoft.

Access rights to data are limited by dual factor authentication for cloud access. PIONEER password

policy will follow NCSC guidance (as laid out in https://www.ncsc.gov.uk/section/advice-guidance/all-

topics ) with specified role rights. Data will be stored on a central web-based platform or on-premise
server that is secured. The platform will be located on a private shared cloud provided by Microsoft
Azure. Central data will only be accessible as approved by the Data Controller following a use-based

access control for the purpose of audit, QA checks and reports.

The PIONEER system is installed on the Microsoft Azure platform and will have the backup and recovery

tools provided by Microsoft to protect data and installations.

A comprehensive audit trail is in place for the PIONEER system, and the datasets record these
footprints:

¢ who has accessed the system and when,

¢ when data items are created and who by,

¢ when data items are edited and who by,

e when datasets have been browsed, or information (with correct permissions) has been

accessed and downloaded

4.3.5 Safe Settings; technical security

Enhanced by high-powered computing services, secure access, analytics and data exchange support,

leveraging proven delivery expertise through UHB and Microsoft.

The PIONEER structure is guided by FAIR Data Principles (findable, accessible, interoperable and
reusable). Access and usage of the secure infrastructure is achieved by implementing the DSP Toolkit

and BS-1SO-27000 Series of Information Security Standards.
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The FAIR principles provide a framework for enhancing the findability, accessibility, interoperability,

and reusability of digital assets, including data. The acronym "FAIR" stands for:

1. Findable: Data and resources should be easy to discover and locate by both humans and
computers. This involves assigning unique and persistent identifiers, providing metadata that
describes the data's content and context, and ensuring that the data is indexed and
searchable.

2. Accessible: Data and resources should be available to be accessed and retrieved, either
directly or through a trusted intermediary, with minimal barriers. Access should be regulated
by appropriate policies, ensuring that privacy and security considerations are met while
enabling authorized access.

3. Interoperable: Data and resources should be structured in a way that allows them to be
combined and integrated with other data and resources, regardless of the system or software
used. This involves using standardized data formats, vocabularies, and ontologies to facilitate
seamless integration.

4. Reusable: Data and resources should be designed and documented in a way that enables
their reuse for different purposes. This includes providing clear and comprehensive metadata,
documenting the methods used to generate the data, and making sure the data is well-
organized and understandable. Data use will not be exclusive, and access to datasets can be

provided to multiple users, in accordance with our processes.

The FAIR principles are particularly relevant in the context of health data, where the ethical, legal, and

privacy considerations are crucial.

The FAIR principles provide a roadmap for making health data more accessible and usable while
maintaining ethical considerations. They contribute to advancing medical review of clinical pathways,

improving patient care, and promoting data-driven insights in the healthcare domain.

4.3.6 Safe Setting; physical security

The database will continue to sit on a secure UHB tenancy on a Microsoft Azure Cloud instance or on-
premise server. This Cloud instance will be located in either the UK South or UK West Microsoft data

centres. However, should capacity be in question, PIONEER may use Microsoft data centres in Europe
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and the USA as Microsoft’s Privacy Shield registration provides robust security including meeting
requirements of GDPR. PIONEER will ensure that they have consulted and sought approval from the
Data Controller (or delegate) prior to the utilisation of data centres outside of the UK. The Data
Controller (or delegate) will be sighted on and required to sign any subsequent agreements relating

to the utilisation on non UK located data centres.

The Azure Cloud data centre’s physical security features a layered security model, including safeguards
like custom-designed electronic access cards, alarms, vehicle access barriers, perimeter fencing, metal
detectors, and biometrics, in addition to the data centre floor featuring a laser beam intrusion

detection system.

Microsoft data centres are monitored 24/7 by high-resolution interior and exterior cameras that can

detect and track intruders.

Access logs, activity records, and camera footage are available in case an incident occurs. Microsoft
data centres are routinely patrolled by experienced security guards who have undergone rigorous
background checks and training. Access to the data centre floor is only possible via a security corridor
which implements multi factor access control using both security badges and biometrics. Only

approved employees with specific roles may enter.

Data is broken into subfile “chunks,” which are stored on local disks and are identified by unique chunk
IDs. Microsoft encrypts data as it is written to disk with a per-chunk encryption key that is associated
with a specific Access Control List (ACL). The ACL helps ensure that data in each chunk is only
decrypted by authorised Microsoft employees and services that were given permission at the time of
encrypting the data. This means that different chunks are encrypted with different encryption keys,
even if they belong to the same applicant. These chunks are encrypted using 128-bit or stronger

Advanced Encryption Standard (AES).

4.3.7 Safe Settings; network security management

Within UHB the network security are controlled with the Trust network security protocols. Any data
leaving UHB will be encrypted in transit and at rest. Data transfers from organisations contributing

datasets will be done via sFTP between servers (secure File Transfer Protocol).
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Data stored on Microsoft’s infrastructure is automatically encrypted at rest and distributed for
availability and reliability (as above). This helps guard against unauthorised access and service

interruptions.

Penetration tests for external-facing systems:

Data on internal UHB systems are be protected by Industry Standard Anti-virus software. The system
sits on the secure UHB Research Informatics tenancy on Microsoft Azure Cloud instance where it is
protected by Azure's Security Centre. The Security Centre helps safeguard Windows servers and
clients with Windows Defender Advanced Threat Protection and helps protect Linux servers with
behavioural analytics. For every attack attempted or carried out, we would receive a detailed report

and recommendations for remediation.

The PIONEER system has been penetration tested by an external ethical hacking company, with an
annual (or as required) testing schedule. Microsoft themselves utilise Red Teaming, a form of live site
penetration testing, against Microsoft managed infrastructure, services, and applications. PIONEER
appointed QinetiQ Security and Defence Contractors to undertaken penetration testing on the
PIONEER system. To date, we are pleased to report no major flags have been raised and any minor
flags have been addressed accordingly. Further penetration testing will continue throughout the

duration of the database’s operation.

4.3.8. Safe Settings; access control

Technical authorisation/access includes specific access points via two-factor authorisation, combined
with a recorded Media Access Control (MAC) address. Azure Databricks caters for integration with
the Azure Active Directory, supporting two-factor authentication, and secure, encrypted transport

layers.

4.3.9 Safe Settings; contractual safeguards

Access to data includes contractual obligations which:

e expressly preclude any attempts at re-identification

¢ [imit the use of the data to the purposes described within the contract

58 PIONEER Protocol Version 4.0

HRA number 356915
REC 25/EM/0130


https://cloud.google.com/security/encryption-at-rest/default-encryption/resources/encryption-whitepaper.pdf

e require clients to seek approval from the database before transfer to a third party and to

“flow down” all requirements through sub-contracts.

® Require clients to provide evidence of data destruction.

* Provide UHB with the right to audit any activity by the client and its subcontractors.

4.3.10 Safe Outputs; are the statistical results non-disclosive?

It is important that researchers publish their findings, and with sufficient detail to maximise the value
of the study. However, the way that data is presented, particularly in tables, may provide sufficient
detail for inadvertent disclosure at individual level. Applicants will be required to have considered
the risk of re-identification of their requested patient level data. Effective anonymisation of
identifiable data through the removal of direct identifiers will be the first step, the second will be
through an ‘output statistical disclosure control’, in which they evaluate all statistical output for risk
of disclosure. A common example is for tables where any cells may have less than five units. In such
cases, we would consider either: (1) collapsing categories if possible; or (2) replacing the cell count

with ‘<5’.

4.4 Database Software

The software will continue to be compatible with all modern web browsers: i.e. Internet Explorer,
Firefox and Safari. The software has a high level of security and encryption. It has multilevel
security, data encryption for storing sensitive information, and password protection for data

entry and retrieval. Access to the data is controlled through a Roles Based Access control (RBAC).

4.5 Record Retention

The application for the PIONEER Research Database was initially for 5 years from the date of the active
protocol. This application is based on the success, impact and sustainability gained over the last 5
years and we are seeking to extend for a further 5 years pending annual reports to the Research Ethics
Committee (REC) and continued CAG Section 251 support. A summary of PIONEER’s impact over the
last 5 years is provided in Appendix 4.
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Effectively anonymised datasets created on demand will be timestamped and made available under

contractual arrangements for pre-specified time periods in line with the nature of the projects.

Requests, reviews and release documentation will be stored for 5 years to allow audit and scrutiny of
decision-making procedures. Data on any deviations/breaches may be kept indefinitely to allow for

assessments of corrective and preventative actions.

4.6 Downstream Security/Integrity

Access to the data under the agreed approval will be on condition of a ‘safe setting’ for its analysis
and use. PIONEER will require assurance of compliance with relevant standards (notably 1SO 27001
and the DSP Toolkit), and may request evidence of systems, policies or procedures to ensure such

compliance. This will be reflected in data licence agreements.

5.0 Data Sharing

Pathways to enable appropriate data sharing have been developed with reference to the principles of
the Open Research Concordat (17) and in partnership with patient and public partners. This concordat

sets out ten principles with which all those engaged with research should be able to work.

These principles are:

1. Open access to research data is an enabler of high-quality research, a facilitator of innovation
and safeguards good research practice.

2. There are sound reasons why the openness of research data may need to be restricted but
any restrictions must be justified and justifiable.

3. Open access to research data carries a significant cost, which should be respected by all
parties.

4. The right of the creators of research data to reasonable first use is recognised.

5. Use of others’ data should always conform to legal, ethical and regulatory frameworks
including appropriate acknowledgement.

6. Good data management is fundamental to all stages of the research process and should be

established at the outset.
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7. Data curation is vital to make data useful for others and for long-term preservation of data

8. Data supporting publications should be accessible by the publication date and should be in a
citeable form.

9. Support for the development of appropriate data skills is recognised as a responsibility for all
stakeholders.

10. Regular reviews of progress towards open research data should be undertaken.

Pathways to enable appropriate data sharing have been developed in partnership with patient and

public partners.

PIONEER is committed to the following principles:

1. Maintaining the highest standards of rigour and integrity in all aspects of research and data
access;

2. Ensuring that research which includes PIONEER data is conducted according to appropriate
ethical, legal and professional frameworks, obligations, and standards;

3. Supporting a research environment that is underpinned by a culture of integrity and based
on good governance, best practice, and support for the development of researchers;

4. Working together to strengthen the integrity of research and to review process for data

requests regularly and openly.

Figure 3 provides an overview of the process for data access.
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Figure 3: PIONEER Data Access Process

See the following sections for details of these processes. Note, these are indicative forms and can
change without the need for protocol amendment.

Name of form/ document Location of sample form/process
Data Request Form Box 1 and 2

Due Diligence form and process Appendix 3

Data request risk register Box 3

Data Trust Committee processes Section 5.2.1 and Figure 4

Data Trust Committee Terms of Reference Box 4

5.1 Access to Data Pathway

PIONEER’s metadata catalogue and data dictionary are freely available for researchers to browse to

enable an understanding of the data held within PIONEER.
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Data requests will continue to be considered from organisations, companies, researchers, members

of the public, or any agency or body; and for the purpose of the protocol, they are referred to as Data

Requestors. All requests for access to data will be considered as part of a three-stage review and

release mechanism.

These are:

Stage One - Feasibility and Technical assessment - does PIONEER hold the data?
Stage Two - Due Diligence, Financial Assessment, Data Request Risk evaluation and review-
Are the “Five Safes” met?

Stage Three - Contractual arrangements and data release.

While described in series, stage one and two may occur in parallel. Stage three cannot occur without

the Director and UHB Data Controller (or named delegates) approving. These processes are described

in detail below.

All requests for licensed access to data will be considered against core principles for data access, and

against the “Five Safes” described in Section 4.3:

Data requests that support a project which is likely to be of benefit to patients, to the NHS,
or with clear societal benefits

Data requests are from organisations, researchers, individuals or companies which pass the
DDP (see Section 5.1.2)

Data requests which are ethical, appropriate, and include sufficient data to answer the
proposed question but are not excessive in the data requested nor include data which has
more than remote possibility of being re-identified by data held by the requestor or in the

public domain. - i.e. Data requests which pass the risk evaluation.

Requests for access to data may be initiated through the HDR-UK Health Data Research Innovation

Gateway or through direct contact with PIONEER team members. The process this initiates is the

same for either means of contact.
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The Gateway is an application which supports researchers and innovators to discover and access data
from the UK Health Data Research Alliance in a safe and responsible manner and contains a metadata
catalogue of all data available through HDR-UK. Direct contact with PIONEER may be through its

central website or email address. See Appendix 2.

All engagement will start with the Data Requestor completing a Data Request Form (DRF). The DRF
also includes contact details and a description of what the request involves. The DRF was designed
and iterated to the current form to allow an assessment of the project, public good and “Five Safes”
Framework. Where more information is needed, this will be curated in a bespoke data request

application, adding to the information within the DRF as needed.

Box 1. PIONEER Data Request Form (current version 6.0 and indicative content)

f\ﬁ PIONEER

Health Data Research Hub

Data Request Form

SECTION A: THE PROJECT

A1l: Project title.
A2: Research question(s) and aim(s) up to 200 words
A3: Background and scientific rationale of the proposed research project up to 300 words

(200 characters)
( )
( )
A4: A brief description of the method(s) to be used (up to 300 words)
( )
( )

A5: The type and size of dataset required up to 100 words
A6: The expected value of the research (considering the public interest up to 100 words
requirement

A7: Up to 6 keywords which best summarise your proposed research (added here)
project
A8: Lay Summary. (up to 400 words)

A lay summary of your research project in plain English, stating the aims,
scientific rationale, project duration, and public health impact suitable for
publication on the PIONEER website

A9: Have patient or public groups been involved in this project? If so, (up to 400 words)
how? If not, why not
A10: Will the research enhance the PIONEER Research Database by adding | (if yes - add

data fields or analyses? Potential examples include derived analyses of details - up to 300
existing data, new labels for data sets, or new analyses of data sets. words)
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Yes/No

A11: The estimated duration of the project, in months. Add here
A12: How will results be shared / disseminated? (up to 300 words)
SECTION B: THE DATA, SETTING, AND ANALYSES
B1: Level of data access requirement
a) Do you wish to commission PIONEER to conduct the analysis for you Yes/No
minimising your direct exposure to the data?
b) Can you undertake the planned project using aggregate data only? Yes/No
c) Do you wish to request access to anonymised individual patient-level Yes/No
data?
B2: Selection of data-fields
a) Standard data-fields requested (listed within the PIONEER Metadata Yes/No
catalogue). List all data fields
required
b) Additional data-fields requested (subject to availability). Yes/No
For additional data fields please identify their source (where known), for
example are the fields:
i)collected as part of routine care within the NHS but are currently held
outside of the existing NHS PIONEER partners?
ii) collected as part of linkage to external datasets (please specify which
external datasets)?
B3: Data environment:
a) Will you access the data solely within the PIONEER Trusted Research Yes/No
Environment?
b) Will you require transfer of data to an alternative secure environment in
order to achieve the project aims?
c) |Ifyes, then:
i) What are the reasons that this transfer is required? Text box
i) Are the standards of transfer 1ISO27000 series compliant? Text box
iii) Does the alternative Data Environment satisfy all requirements of:
1SO27001 Yes/No
NHS Data Security and Protection Toolkit Yes/No

B4: Statistical analysis
i) What is the smallest cell value that is likely to be disclosed when
presenting this analysis, and how will this be managed to avoid
disclosure? (up to 100 words)

i) What forms of statistical analysis are planned?

(up to 100 words)

ii) How is it intended that this will be presented in the final output?
(up to 100 words)

(up to 100 words)
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iii) What is the smallest cell value that is likely to be disclosed when
presenting this analysis, and how will this be managed to avoid
disclosure? (up to 100 words)

(up to 100 words)

B5: Machine learning

a) Will the data be subject to any machine learning (ML) techniques? Yes/No

If Yes, please specify:

b) Type of ML technique(s)

¢) Isthe PIONEER data for:

i) Algorithm generation and training Yes/No
i) Internal validation Yes/No
iiii) External validation Yes/No
iv) Other - please specify Text

Bé6: Ethical approvals
a. Do you seek for your project to be approved under the generic
favourable ethical opinion of the PIONEER Research Database (REF
20/EM/0158)? Yes/No
b. Do you seek for your data access request to be considered under
pre-existing ethical approval? (Please attach all relevant documents)
Yes/No

SECTION C: THE APPLICANT AND RESEARCH TEAM

C1: Lead Applicant
i) Name
i) Email address
iii) Current position
iv) Institution
v) Specific role(s) in the project

C2: Evidence of Lead Applicant’s expertise and experience relevant to
delivering the project including:

i) relevant publications (up to 5 most relevant)

ii) other relevant outputs/ experience

C3: Sponsoring organisation
i) Name
ii) Legal name (if different; to appear on any legal documents)
iii) Sector
iv) Size of institution
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C4: Co-applicants

i) Name

ii) Current position

iii) their Institutions

iv) Specific role(s) in the project

C5: Other significant project team members

i) Name

ii) Current position

iii) their Institutions

iv) Specific role(s) in the project

Cé: Contact person

i) Name

ii) Email address

iii) Preferred telephone contact number

Internal Use only:

Log number:

Date request received: Time:
Due Diligence Log Number:

5.1.1 Stage One - Technical assessment

Each DRF request is logged by the PIONEER Project Officer with a unique number, and the date and
time of the request. The DRF is also used to initiate due diligence checking to inform the risk

assessment (Stage 2 of the process)

The DRF will be assessed against the following criteria (as described in Box 2)

Box 2. DRF by PIONEER Operations Team - Indicative content

Box 2: Initial Screening of DRF by PIONEER Operations Team

PART A:
SUFFICIENT INFORMATION SCREENING
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A1) Isthe form complete?

A2) s the potential for patient benefit/public interest present and clearly stated?

A3) Isthe data request clear (including number, types of data fields)?

A4) s enough detail provided for reviewers to evaluate the extent to which the ‘five safes’
are met?

If the answer is NO to any of the above questions, then register as an enquiry and return to the
applicant for further information.

If the answer is YES to all questions, then register as a full application and proceed to part B.

PART B:
PURPOSE SCREENING
B1) Is there potential for patient benefit/public interest?

APPLICANT DUE DILIGENCE SCREENING
B2) Does the applicant pass the PIONEER Due Diligence Process (Appendix 3)?

TECHNICAL SCREENING
B3) Is the data for which access is requested currently or potentially available within the
scope of the PIONEER Research Database?
B4) Is access to the data requested legal?
B5) Is it feasible within the resources available to provide access to any/all of the data and
services requested?

If the answer is NO to any of the above, the application should be declined and the reasons given
to the applicant.
If the answer is YES, proceed to Risk evaluation.

5.1.1.1 Data not within the PIONEER platform
If the data does not exist within PIONEER, this will be fed back to the requester and the enquiry will
be closed. The data request will be fed back to the PIONEER management team to determine if such
data is within PIONEER’s scope and should be considered for inclusion within PIONEER (for example,
meteorological, air quality data, or pollen counts which are likely to impact upon acute care). Should
the Management Team decide these data would enhance the PIONEER data offer, data discovery
plans would be implemented to ascertain where such data assets exist and how these could be
incorporated into the PIONEER data offer, either within PIONEER or through partnership working. All
partnerships working with PIONEER would be expected to operate in accordance with the PIONEER

protocol for the purpose of that partnership, and as stated in the relevant DSA.
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5.1.2. Stage Two - Due Diligence

PIONEER will continue to undertake due diligence checking for the employing organisations for all
Data Requestors, in recognition of the need for public trust in PIONEER operations. All companies will
be checked to ensure they are not subject to UK financial sanctions; this information can be found at

https://www.gov.uk/government/collections/financial-sanctions-regime-specific-consolidated-lists-

and-releases. Individuals, organisations and companies who pass the due diligence checks will be
provided with a Due Diligence Code. The due diligence check will be updated at each data request

from that requestor. See Appendix 3 for the DDP but in brief:

The DDP consists of:

1) Checking the Due Diligence Code and assessing any previous due diligence checks.
2) Completing the necessary sections of the due diligence paperwork.

3) Researching predefined online media sources by keyword search.

4) Checking due diligence outcomes of HDR-UK gateway or other data providers

5) Generating the Due Diligence Code and circulating to key stakeholders.

6) Maintaining a log of all the above.

PIONEER will follow the DDP as described in Appendix 3 as an indicative process. Any failed due
diligence checks will result in a formal response to the Requestor; responses will not provide specific

detail.

5.1.3. Stage Two - Further Information

Once the DRF is completed, it will be checked by PIONEER staff against criteria shown in Box 2. If the
organisation has passed due diligence, more information may be required to understand the Data
requestor’s data needs, or the DRF may need amending. Version control of each Data request (DRF
number, data and version number) will allow amended forms to be reviewed against previous
application. Amendments may include PIONEER expert services, such as workshops with relevant
patient groups, advice from healthcare practitioners, the curation of a bespoke dataset, algorithm

generation, or an analytic plan. This will occur in discussion with a member of the PIONEER
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engagement team working with the Data Requestor. Needs analysis will be captured as part of a

bespoke addition to the DRF form, and no specific template exists for this.

5.1.4. Stage Two - Risk Evaluation

Each DRF and outcome of due diligence will be reviewed by the PIONEER Operations Team and those

forms which have passed these initial steps will be given a Data Request Risk Rating: green for low

risk, amber for moderate and red for a failed risk assessment. The rating given will be based on the

data requested, timelines, potential for reputational risk, and potential for patient gain, as outlined in

Box 3. This will then be reviewed by the PIONEER Director, IAO or delegated staff member, and DTC.

Box 3. Data Request Risk Rating - Indicative content

Descriptor
Previous dealings?

Data Use Summary

Data Description

Data security

Potential for

70

Green/ Low
Select one of:

Yes. Met all contractual
obligations for data use,
attribution, data security and
outputs and acted in accordance
with PIONEER guiding principles

Or:
No previous dealings but
considered low risk of
contractual breach

(add detail as needed)

Clear potential for patient, NHS,
or societal benefit
(add rationale)
Data which is aggregated or
highly unlikely to lead to patient
identification

(add comment)
Provides evidence of data
security measures which meet
all requirements

(add comment)

Low

Amber/ Moderate
Select one of:
Yes; previous dealings. Met
contractual arrangements but
minor deviations from PIONEER
guiding principles (for example,
open access)
Or: No serious breach of
contract and no repeated
breaches of contractual
obligations
Or: No previous dealings but
considered minor risk of
contractual breach
(add detail as needed)

Potential for patient, NHS, or
societal benefit
(add rationale)

Data which may have a realistic
potential for identification (for
example, in the case of rare
diseases or through the

combination of data requested).

(add comment)

Provides evidence of data
security measures which meet
most requirements with
additional support

(add comment)

Moderate
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Red/ High
Select one of:

Yes: One or more serious
breaches of contract or
repeated breaches of
contractual obligations

Or:
No previous dealings and
considered high risk of
contractual breach

Or:

Previous serious contractual
breach with other HDR-UK data
provider
(add detail as needed)

No potential for patient, NHS, or
societal benefit
(add rationale)

Data which has a realistic
potential for identification
because requestor holds an
existing data set which may
make identification possible.
(add comment)

No evidence of data security or
evidence to suggest risk of data
breach

(add comment)

High



reputational risk

to PIONEER or (add rationale) (add rationale) (add rationale)
HDR-UK

Suggestion by Suggestion to support data Suggestion to support data Suggestion not to support data
PIONEER Team release release release

Where the suggestion is to support data release, contractual arrangements including data licence

agreements and costs can be initiated but not completed without PIONEER Director and IAO approval.

5.2 Stage 2: Data Access Decisions and Data Trust Committee Processes

The PIONEER Director and IAO (or delegated staff members) will review the risk rating, and document
whether they will provisionally approve or definitively decline the access request and record any
further actions that may be needed. The PIONEER IAO, or nominated delegate, will review the DRF,
due diligence assessment and risk evaluation and will decide if the application meets the public good
and “Five Safes” remit of this protocol. At this stage the IAO will document whether they will
provisionally approve the access request for further assessment or definitively decline the access
request and record any further actions that may be needed. The role of the IAO is not to comment on

the PPIE conducted by the Data Requestor as the DTC will form a view on this.

If a request has been declined due to a failed due diligence or risk evaluation, this will be fed back to
the applicant and the request will be closed. Further applications will be accepted by the same data
requestor only where the DDP had been passed or where there were substantial changes to the data

requestor which meant a further due diligence review is warranted.

Provisional approval at this stage will not constitute full approval, which can only be given at stage 3,

once Data Licence Agreements and Contracts are in place.

All requests for data access will be reviewed by the DTC. The DTC will review the DRF, due diligence
and risk evaluation, considering all data provision decisions against the condition of public good. The
DTC will also comment on whether they feel there has been sufficient patient and public involvement
and engagement (PPIE) by the data requestor in this project and can suggest further PPIE work is

needed prior to the request progressing.
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This information will be considered prospectively but then we aim over time to build criteria for
proportionate review, which might allow retrospective DTC review for data release. See Figure 4 and

Section 5.2.1

5.2.1 Stage Two - Patient and Public Involvement in PIONEER Data Access Processes: The
Data Trust Committee

The DTC is an advisory function for PIONEER and cannot approve data release (this can only be
provided by the IAO or their nominated delegate). The DTC’s Terms of Reference, make up, and

meeting arrangements are described in Section 5.2.1.1.

The DTC will review all DRFs, processes, decisions and outcomes.

At present, and until a substantial amendment is approved by the ethics committee, all data requests
will continue to undergo detailed review prior to data release. This approach allows for shared
learning, and supports the evaluation and discussion of potential benefits and risks based on real-

world cases.

Over the past five years, the volume of data requests submitted to PIONEER has increased. To manage
this growing demand and reduce pressure on the Data Trust Committee (DTC), additional members

have been recruited, and the DTC now operates as two groups (Group A and Group B).

We are currently in discussion with both DTC groups to define criteria for a "proportionate review"
process. This would enable a summary review for most low-risk data requests, which could take place
either before or after data release. The aim is to ensure that decisions made by the Director and IAO

are supported by appropriate oversight from the DTC.

The criteria and process for proportionate review will be developed by the DTC and submitted for

ethical approval. We plan to implement this approach in the near future.

The DTC will review in full the DRF, due diligence outcome, risk rating, and proposed actions of data
requests. As stated in the terms of reference for the DTC (see Section 5.2.1.1), the DTC will report a
consensus decision of whether a requested data release should be supported or not, as shown in

Figure 4. An executive summary of decision making will be reported by the PIONEER team to the IAO
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or delegated staff member. The DTC will produce a report at least once a year to the PIONEER SRO.
The DTC reports will be publicly accessible upon request and a lay summary of the report will be placed

on the PIONEER website.

In the current prospective review, the opinion of the DTC will inform the Data Controller and IAQ’s

decision. A prospective decision by the DTC not to release data will prevent data release.

Retrospective assessments have been suggested following public and patient consultation for the

following reasons;

1. The number of data release requests are increasing, and these must be prioritised by potential
risk to facilitate timely decisions.

2. Many data release requests will be considered low risk, and a prospective DTC review may be
considered disproportionate to the risk of the data request.

3. Many data release requests will form a refreshed subscription dataset (where initial data

release has been agreed, but the Data Requestor now wishes for a more up to date dataset)

This will allow the DTC to focus on data requests considered to be of medium risk. However, we will
not perform retrospective reviews without specific ethical permission to do so and with a protocol

amendment. The process below describes how this might happen.

All decisions of the DTC will be regarded as opportunities to learn and improve operational decision
making within PIONEER, so that they reflect patient and public priorities and concerns, or to amend

risk assessment criteria.

Where the DTC consensus for data release and Data Controller/ IAQ’s actions are in agreement, this

will be documented.

Where the DTC consensus supports data release but the Data Controller and IAO do not support data
release, this will be discussed to ensure there is learning around the decision pathway. The final

decision, however, remains with the PIONEER Director, IAO or delegated staff member.
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Any data release decisions where the DTC consensus decision was to decline data release but the Data
Controller favoured data release will initiate a Data Trust Learning Review (DTLR). A DTLR must be

convened within one month of the DTC decision. See Section 5.2.2.

PIONEER operating procedures may be amended over time to reflect the learning gained from working

closely with the DTC.

5.2.1.1. DTC Terms of Reference

The DTC was established five years ago and terms of reference agreed to, as described below. In
essence, the DTC act as the public conscience of PIONEER and consider all data requests as described
in section 5.2, Figure 3 and Figure 4. The DTC now operate 2 groups (Group A and Group B) due to the

increase in requests to PIONEER, but collectively are referred to as the DTC.

The DTC is made up of members of the public but can be chaired by either a member of the public or
a professional PPIE staff member, to facilitate discussions. Note, where the Chair is a professional
patient and public involvement staff member, employed by an organisation affiliated with PIONEER,
they will be non-voting. There will be an open application by letter to become members of the DTC
following open advertisement on the PIONEER website. Members of the PIONEER team will assist
with DTC selection. All members of the DTC must declare all relevant conflicts of interest, including
any relationship to Data Requestors, or any stocks or shares held in relevant industry stakeholders.
The DTC will be assisted by experts in data research, information governance, and UK data law; though
these experts will have an advisory capacity only and will not be voting members of the DTC. There

will be a nominated professional secretariat. There will be a DTC Chair.

DTC members must sign up to the terms of reference of membership. These are given in Box 4.

Box 4. Terms of reference for Data Trust Committee

Terms of reference include:
¢ Have a named Chair and Deputy Chair
* Meet at least quarterly (but more frequently is expected) to discuss data requests and

operations of PIONEER.
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All data requests will be regarded as confidential as only the lay summary will be published
on the PIONEER website.

Review all Data Requests, Due Diligence, risk forms, and data provision decision by the
PIONEER Director and IAO or delegated staff members.

Form a consensus decision on each data request (i.e. support or not supporting data
provision).

A consensus will be formed by individual voting, but the decision to support or not support
data provision will only be reported as a consensus view, and not by number of votes. 80%
of DTC members have to support data access for DTC support to be given and it is essential
that the quorate lay members of the DTC have given a view to support data sharing.

All voting will be confidential and not discussed outside of the DTC.

A quorum of at least half of the DTC (rounded up) is required for the DTC to convene.
Attendees at each meeting will be documented.

All decisions are to be made in accordance with the protocol and principles of PIONEER as
laid out in the protocol.

The DTC will report their consensus decision and reasoning to the PIONEER team.

The DTC will form at least an annual report to the SRO and contribute to the annual REC
review.

The DTC will input into and approve lay summaries of their activity for public review -
published quarterly on the PIONEER website.

The PIONEER Operations team and PPIE lead will assist in writing all reports for the DTC.
All reports will be approved by the DTC prior to release to relevant groups.

An exceptional DTC meeting can be called to consider urgent applications. Applications
will only be considered urgent if they have significant and real time constraints which mean
urgent data release is required. For example, at time of pandemics or outbreaks - where
the acute care data set could help model responses, or if patient care appears compromised
and data release could prevent harm to patient groups. The Director will suggest if an
exceptional DTC meeting should be called, and the DTC Chair (or deputy) will decide if the

DTC should be convened.
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Data Trust Committee provided with all data requests, due diligence and risk register outcome by PIONEER team

Y Y

Provisonal opinion of PIONEER Director (PD) and Provisonal opinion of PIONEER Director (PD) and
Information Asset Owner (IAO) to approve data release Information Asset Owner (IAO) NOT to approve data release
. Failed due
Low Risk Data Medium Risk Data diligence or high
Request Request risk data request

' ' !

Data Trust Committee (DTC) reviews Data Trust Committee (DTC) Data Trust Committee
full documentation for the data will be asked to review full (DTC) will be asked to
request. documentation. This will occur review full
This will occur prior to data release prior to any data release. An documentation. As data
but may in time occur afterwards exceptional DTC meeting can release has been declined
after criteria for proportionate review be called (see Box 4 of this can occur at next
have been developed and approved. protocol) planned DTC meeting

Y

Concensus DTC decision reported

Y

Y

Where PD, I1AO and
DTC Agree with i T Where DTC do not Where PD, IAO do not
decision (either to Suppalt cila release support data release but support data release but
release data or not to S M s DO et data controller does - DTC support data
release data); been released - Data | | there will be a Data Trust| | refease - data will not be
agreement logged and RS W INCHE Learning Review released.
no action oceur.

Figure 4. Data Trust Committee Review Procedures

5.2.2. Data Trust Learning Review

For the current operations of PIONEER, if the DTC do not support data access, it will not be accessed.
Should PIONEER seek and gain approvals for proportionate review, PIONER would need a lay member
of the public to act as Chair and a process for when the Chair and IAO supported data access, but on
retrospective review the DTC did not support data access, a Data Trust Learning Review would take
place. Where the DTC consensus decision is that they would not have supported data release, but the
data Controller supported data release, a Data Trust Learning Review will be convened. This is a

meeting which is chaired by the Strategic Executive Group Chair, and includes the IAO, Director and
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Co-Directors of PIONEER, DTC Chair, DTC, and a representative of the Data Providers. A representative
of the Ethics Committee who gave approval to the project and a representative of the HDR-UK Public
Advisory Group will be invited but attendance is not compulsory. Here, the decision pathway for data
release and DTC review will be discussed in general, including concerns, potential risks, and benefits
for datarelease. This will be a learning experience and all aspects of decision making will be discussed
with agreed action points. A report of the DTLR will be fed back to the Ethics Committee, Data

Controller, and SRO including agreed action points for future operations.

5.3 Stage 3. Record and Release

No data release can occur without approval following the PIONEER ethics and governance processes.

Data release will require a DSA, an associated and agreed costing model, and scheduling for follow up

events (such as publication of data requests and actions, requests for data destruction, and audit).

Contractual arrangements (including those which are financial) must be approved by the Data
Controller prior to data release. Data would then be released as agreed within the provisions of the

DSA.

5.3.1 Specific Ethics Committee Approval of Research Projects

Where Sponsors approach the Research Database with pre-existing ethical approvals, the Sponsor
will provide any/all necessary documentation to enable the technical and due diligence assessments.
If the proposed project covers the data requested, then the Data Controller and I1AO (or approved

delegate) will consider releasing the data in accordance with Stage 3 procedures.

5.3.2 Conditions of Data Release to Other Researchers

5.3.2.1 Aim for Open Access

Open access means that anyone with an internet connection can access the output of research, be it
a journal article, algorithm, or methodology, without the need to pay for access via a subscription or

other mechanism.

PIONEER operates with the following guiding beliefs about open access:
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Transparency is a PIONEER core value.

PIONEER receives funding from the government and charitable organisations. It therefore
acts for the public good, and must deliver value for money to the taxpayer and/or charitable
donors.

By being open, we can share more and learn quicker from each other’s successes and failures.
Open access makes research more transparent, rigorous and efficient; stimulates innovation;
and promotes public engagement.

The public voice is at the heart of all we do - non-researchers must be able to access the

outputs of PIONEER research.

PIONEER will operate within the following open access principles

Noting the above, PIONEER:

Expects authors to maximise the opportunities to make their results available for free and to
encourage data outputs to be publicly accessible with lay summaries freely available.

Expects outputs of work supported by PIONEER to select publishing routes that ensure the
work is available immediately on publication in its final published form, where possible.
Encourages authors and publishers to licence research papers using the Creative Commons
Attribution licence (CC-BY), so they may be freely copied and re-used (for example, for text-
and data-mining purposes or creating a translation), provided that such uses are fully
attributed.

Encourages outputs published in a peer-reviewed journal, and supported in whole or in part
by PIONEER, to be made available through PubMed Central and Europe PubMed Central as
soon as possible, and in any event within six months of the journal publisher’s official date of

final publication.

5.3.2.2 “Public Good” Condition for data release

All requests for data must have demonstrable potential for public benefit. This includes but is not

limited to;

78

The development of new health care processes, pathways, biomarkers, devices, therapeutics,
and software as medical devices.
The development of new NHS services or new models of health care, and development of

new or augmented social care.
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e Benefit to the NHS, through products, services, regulatory reports, audits, or direct and
indirect financial benefits

e Benefit to the public through the creation of new knowledge, products, or services.

The DTC will review all data provision decisions against the condition of public good, as described in

Section 5.2.

5.3.2.3 Attribution Policy

PIONEER research outputs include typical academic measures of success, such as publications. As
publications are increasingly announced on social media platforms, such as Twitter and LinkedIn,
attribution of tweets is also set out in this protocol. Core to HDR-UK’s mission and PIONEER policy is
the generation of algorithms, code, software, and methodologies that facilitate the analysis of large-

scale data, so these are also covered by this protocol.

For publications and communications, PIONEER must be included in acknowledgements or the funding
section. The current text required to acknowledge PIONEER is, which will be updated with a revise

REC refence number subject to approval:

®  PIONEER: This work was supported by PIONEER, the Health Data Research Hub in Acute Care,
which is affiliated with Health Data Research UK.

e PIONEER: Data curation and licensed access for this study through PIONEER has
been approved by the (Name REC) REC (give ethical approvals number) and is
supported by the Confidentiality Advisory Group (Reference 20/CAG/0084).

For code and related digital artefacts:
* PIONEER would encourage code (e.g. algorithms, analytical script, source code) and related
digital artefacts (e.g. documents) to be made available within the HDR UK GitHub repositories.
e Otherwise, similarly liberal and open-source licenses (such as Apache 2.0, BSD, Eclipse Public
License) should be used, permitting anyone to benefit from, improve upon, and redistribute

the code.
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5.3.2.4 Downstream security

Data from the PIONEER research database will be released on condition that data will be held securely
to the standards described in Section 5.0 of this protocol, and its integrity will be maintained. The
Data controller and IAO may request evidence of systems, policies, or procedures to ensure such, and

this will be reflected in DSAs.

5.3.3. Data Access Request Denied
The final decision for data access resides with the Data Controller and IAO. All decisions will be clearly
documented within the Data Request Database and a report generated. The general themes for data

access denial will include but not be limited to:

Data is not within the PIONEER data set
Organisation / company fails due diligence

Data request fails the public good condition of data release (see Section 5.3.2.2)

A

Concerns about the data security, secondary uses, or risk of public harm - failure of the “Five
safes”

5. Failure to form a DSA, or contractual failure.

All reasons will be documented and the overall decision fed back to the Data Requestor. There are no
procedures to challenge this decision, which is final. The Data Requestors can submit further data
requests as desired. All decisions will be discussed with the DTC and SRO, but the decision remains

that of the PIONEER Director and the IAQ.

6.3.4 A member of the PIONEER team requesting PIONEER data

It is recognised that on occasions, members of the PIONEER team may request access to PIONEER
data to complete a research project of their own or as part of a research team. Here, the PIONEER
member is a researcher. This is different from when a PIONEER team member is commissioned within
a data request to provide clinical, analytical or compute input as a consultancy service. In this case,
the PIONEER team member acts as a processor and will not be named as a member of the research

team.
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Where services are commissioned to support a data request, there is no change in usual process.
Where the PIONEER team member requests data as part of their own project, this will be considered
a conflict of interest and as such will be declared to the IAO, Data Controller, Director and the DTC.

The IAO will have final say on whether there is a conflict of interest.

If the Data Requestor is the Director of PIONEER, a nominated deputy will undertake Director actions,

and this may be the IAO or another nominated member of the PIONEER team, as agreed with the IAQ.

Essentially, a person cannot act as a processor (for the purposes of making data ready for access for
research or the governance process to support this, or for conducting commissioned analysis), and
researcher at the same time for the same project. Any individual named on a DRF as applicant or co-

applicant will be regarded as a researcher for the purposes of data access.

The IAO will have the final say regarding conflict of interest. Where the IAO is conflicted, the decision
will be escalated to the UHB Executive which RD&I reports to with any conflicted persons recused

from the decision-making process.

The conflicted member of staff will be informed of Data Access Decision using the usual processes and
an appropriate agreement will still be required, where necessary, for data access. All other elements

of the protocol apply, as described.

6.0 Ethical approvals, Management and Governance

6.1 PIONEER Oversight

PIONEER will report to the Data Controller (UHB) via usual reporting mechanisms for the Trust. This
will include an activity report which will be shared with the relevant data and research oversight group
within UHB and by engaging with relevant committees or reporting groups, following UHB’s usual

process.
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6.2. Ethical Conduct

PIONEER have ethical approval from the NHS Research Ethics Service (now a function of the Health

Research Authority) and are now seeking for approval for a further 5 years.

Consent is not the legal basis for using these data for research purposes. PIONEER will process data
without the consent of patients, and is reliant on Section 251 approval provided by the CAG. The
purpose of this approval is to set aside the common law for confidentiality in processing this data, to
render it pseudonymised and then effectively anonymous for the purposes of providing data sets for

research.

PIONEER will continue to review and iterate as required on our SOPs / processes to ensure compliance
with the NHS Digital “Opt-out” policy and the relevant legislation around this. A privacy notice for this
project has been developed and linked to the Trust main privacy notice, working with the Head of

Research Governance. Whilst this is not required, this provides an enhanced degree of transparency.

The tasks performed will be in line with the research protocol. The data is not currently available or
collected at scale, and this is the only reasonable way of collating the information; to support the

advancement of patient care.

6.3. Research Governance

PIONEER will ensure that researchers are responsible for ensuring that research will be conducted
according to this protocol and related written instructions, and that the research adheres to current
applicable legislation. Agreements with the Trust at each participating centre will be in place covering

data collection.

6.4 Reporting Breach of PIONEER Policy

Protocol non-compliance will be reported without delay to the DTC, UHB as Data Controller and Data
Provider Partners. The UHB Data Controller will designate an individual who will ensure that the issue
is investigated, and appropriate actions are taken in line with usual UHB processes. The current process
involves reporting to the UHB Compliance Group and RADAR reporting. The reviewing REC will be
notified as soon as possible of any serious breach of the REC approval conditions, or any serious breach

of security or confidentiality, or any other incident that could undermine public confidence in the
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ethical management of the data. Information Governance data breach policies will be followed in

accordance with UK law.

6.5. Progress Reports and Accountability

PIONEER and collaborating researchers share responsibility for providing accurate periodic progress
reports, as required by the main REC, host NHS Trust, and other authorised agencies (such as funding
bodies).

PIONEER will continue to maintain a record of all research projects for which data has been released.
The record will contain at least the full title of the project, a brief lay summary of its purpose, the name
of the lead researcher, the approving body, the date of approval, and the approval reference number,
together with details of the data released to the project. The main REC and host NHS Trust may request

access to this record at any time.

An annual report will continue to be provided to the main REC, CAG and NHS Trusts, listing at minimum
the details of data collection activity, the details of all approved projects for which data has been
released in the previous year, and any related publications. For the purpose of annual reports,

PIONEER will standardise on a single anniversary date i.e. the date of favourable ethical opinion.

6.6 Funding and Infrastructure Support

PIONEER was initially funded by Health Data Research UK (HDR UK) and the Medical Research Council
(MRC) through the UK Industrial Strategy Challenge Fund for its first two years. This funding supported

the design, development, and data management infrastructure of the programme.

For the subsequent three years, PIONEER successfully secured a combination of grant funding and
commercial income to support its continued operation. We remain confident in our ability to secure
additional commercial partnerships and grant funding to ensure ongoing sustainability and growth

beyond this period.

PIONEER is committed to transparency with regards to all funding arrangements.

The rationale for having a clear commercial framework for the Hubs is fourfold:
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1. Promote public trust through transparency of commercial arrangements

2. Improve the data access user experience through a consistent and transparent model for
users

3. Ensure that commercial arrangements serve the public interest

4. Provide acommon language and enable Hubs and other organisations to collaborate and learn
from each other as they develop sustainable business models. This may extend to the use of
model contracts, terms, and terminology, drawing on lessons from the HRA Commercial Model
Clinical Trial Agreements, and lessons from other jurisdictions to share best practices and

reduce time to develop agreements.

PIONEER has developed a robust funding model for data access requests based on the time taken to
curate the dataset, the extra services that may be needed (patient or healthcare workshops, analysis,
machine learning approaches etc.) and the requestor (NHS, academic, commercial - and if commercial
Small/Medium enterprise or large enterprise). This model has subsequently been adopted and
modified for use by the NHS England Secure Data Environment Commercial Team. The PIONEER team
ensure regular reviews of the model to ensure the prices are fair and costs are covered to ensure the

continued sustainability of PIONEER.

7.0 Communication and Dissemination Policy

PIONEER is committed to open and transparent communications which will support and acknowledge
patient and public input, help maximise access for high-quality collaborative research and publicise

research outputs.

7.1 Communicating and promoting the work of PIONEER

PPIE is central to the design and delivery of PIONEER, and this - and its cross-sector representation of

stake-holders - is reflected in its approach to communication and dissemination.

The existence of PIONEER will continue to be communicated through national and international health
data research networks. Details about PIONEER are available via the internet using websites
maintained by HDR UK, and it will also be publicised widely in regular reports to funding bodies and
sponsors. PIONEER will engage the public and patient communities wherever possible, and will work

with existing Industry and Trust structures to communicate and publicise its work.
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7.2 Communicating and disseminating research output arising from PIONEER

PIONEER is committed to maximising the value of PIONEER to patients and the public through the
publication and dissemination of research findings, whether positive or negative, from all studies
conducted on data from the PIONEER Research Database. PIONEER is committed to an Open Science

approach and open access publication.

Researchers utilising PIONEER do so on the understanding that they intend to publish the research
findings in specialist peer reviewed scientific journals. Results may also be presented at scientific

meetings and used for a thesis or other legitimate purpose.

PIONEER recognises that the publication of some results may be delayed for commercial reasons;
however, PIONEER expects a commitment from all users including industry to publish all results

(positive and negative) within an appropriate time frame.

Authors should acknowledge the support of PIONEER as appropriate and provide a copy of all
publications to the PIONEER Leadership Team.

Standard text for inclusion in all publications arising from PIONEER will be provided by PIONEER (See
Section 5.3.2.3). This specifically acknowledges the work of PIONEER and the contribution of the
partner NHS trusts and their patients.

8.0 Ongoing PPI/E strategy for PIONEER

Public and Patient Engagement and Involvement (PPI/E) are central to all PIONEER operations. The
PPI/E strategy has been developed with the PIONEER PPI/E group, and continuing outputs from the

group will be co-created and made publicly available on the PIONEER website.

8.1 PPI/E Overarching Aims

1. Patients and the public are partners in PIONEER.

2. The needs, values and interests of patients and the public are understood and embedded in
PIONEER executive decision making.

3. People have trust and confidence in the use of health data within PIONEER for research and

innovation
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4. People have tangible gains from their data being used in research and innovation as part of

PIONEER

Please see Appendix 5 for the PIONEER PPI/E Strategy.

9.0 Protocol Amendments

Any change in the PIONEER protocol will require an amendment which will require ethical review and
approvals. Any proposed protocol amendment will be initiated by the PIONEER Director and agreed
by the IAO. Any required amendment documents will be circulated to the PIONEER Management
group, PPI/E group, and SRO. The IAO and Director will sign any amended versions of the protocol.

10.0 Annual Reports and Dissemination of Findings

PIONEER and collaborating researchers share responsibility for providing accurate periodic progress
reports as required by the main REC, host NHS Trust, and other authorised agencies (such as funding

bodies).

PIONEER will maintain a record of all research projects for which data has been released. The record
should contain at least the full title of the project, a brief lay summary of its purpose, the name of the
lead researcher, the approving body, the date of approval, and the approval reference number
together with details of the data released to the project. The main REC and host NHS Trust may request

access to this record at any time.

Any publications arising directly from the PIONEER database will be reviewed, approved and written
with the acknowledgment of PIONEER support, with authorship following recognised international
guidelines as described in the International Committee of Medical Journal Editors (18). Publications
resulting from access to data (which will have been approved by the Data Trust Committee, as
described elsewhere) will be requested to acknowledge PIONEER as the source of such data, and
where appropriate and by mutual agreement, to involve members of the PIONEER consortium as

contributors to the design, analysis, or other input to the resulting work.
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Appendix 1. Technical Summary

Data within PIONEER

PIONEER must be able to ingest data of differing modalities

e ‘structured’ data is normally held in an SQL database or spreadsheets, organised into rows
and columns

e ‘semi-structured’ data is normally held in JSON, XML or CSV formatted text files and is
commonly used for transmitting data between systems

e ‘unstructured’ data can include data which does not have any specific structure, such as
images, reports, letters, sounds, speech, videos.

XML / JSON data Audio
Email Video
Image data

Databases

Web pages

Natural language

Documents

‘ Structured data Semi-structured data Unstructured data

Data - Standards

PIONEER must be able to ingest data aligned with differing standards

®  Proprietary
FHIR
OMOP
DICOM

JPG (JPEG)
PNG

ICD
SNOMED
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Appendix 2. Innovation Gateway

The following is a description of the HDRUK Innovation Gateway as provided by HDRUK on their public

webpages, https://www.hdruk.ac.uk/infrastructure/gateway/ .
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Health Data Research
Innovation Gateway >

”

The Health Data Research Innovation Gateway is an application which will support
researchers and innovators to discover and access data from the UK Health Data Research
Alliance in a safe and responsible manner.

Gateway

Overview

The Health Data Research Innovation Gateway will act as a common portal through which
researchers and innovators in academia, industry and the NHS can search for and request
access to UK health research data held by members of the Alliance and the Hubs in Trusted
Research Environments to provide a safe location for data storage and access. The
Gateway will support the use of data, facilitate interoperability, and provide analytical
capability. It will take the form of a common web application providing the following functions:

® The ability to search for available data

The facilitation of access requests to multiple data custodians

® |ntegration with accredited Trusted Research Environments to provide secure
access to linked datasets

® A library of curated analytics tools and scripts

® A dashboard to show usage and quality of datasets for research and innovation
to provide transparency to data users, data custodians and the public

The Gateway will not store or hold health data. Data security is paramount and data will
continue to be held by data custodians in Trusted Research Environments

The Gateway will be designed to operate at a national and international scale, and to be
scalable as the uses of health data increases. HDR UK works in partnership with NHSX and
other NHS bodies to ensure that the Gateway aligns with related NHS endeavours, including
the development of clear standards for the use of technology in the NHS.
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Appendix 3. Due Diligence Form and Process

[ \Within the lact fiue uearc_ic thars anu nuhliched svidence that

Due Diligence Log Number (xxxx)

Date of Due Diligence Review:

PROPOSED FUNDER/PARTNER INFORMATION - Initial assessment

If YES please elucidate

1a | Principal address of business funder/partner: Yes/No Review Date
Due Diligence outcome by PIONEER team member

1 Mesnbbatf Reguestordbsdfiesctimralarerdihettiitnbosdeenements
inexisiea@iligence check failed is to be declined

1c | Any relevant parent/subsidiary companies and other affiliations?

| Isthe entity involved in any aspect of the tobacco industry Yes/No
including investment in/by the business)? If YES please elucidate:

W@@ﬁmm of arms manufacturing or Yes/No

3a

trade’

It YES please elucidate:

SIGNATURE - Leading member of PIONEER Staff:

3b [ governments, companies or Individuals with current or past If VES please elucidate:
history of sBHBEYAMMAN rights violations? P :
Are you an@aéesf any reputational or relational difficulties for Yes/No

4 | PIONEER in entering in to the proposed relationship? i.e. If YES please elucidate:

damaging media interest?

Please note: The content of this form, and any attached due diligence documentation is subject to the Freedom of
Information Act and the Data Protection Act. Please do not include any content that is unsuitable for dissemination

Special Form 1: Laws and agreements to consider in regar

ds to arms manufacturing and trade

manufacture or trade
in this type of arms?

Type of Arms 3ai. Does the entity Relevant Treaty 3aii. If yes to manufacture

or trade, does the entity
comply with this treaty?

flatten in the human body

Explosive projectiles Declaration of Saint
weighing less than 400 Petersburg (1868)

grams

Bullets that expand or Hague Declaration (1899)

Poison and poisoned Hague Regulations (1907)
weapons

Chemical weapons Geneva Protocol (1925)
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Convention on the
prohibition of chemical
weapons (1993)

Biological weapons

Geneva Protocol (1925)

Convention on the
prohibition of biological
weapons (1972)

\Weapons that injure by
fragments which, in the
human body, escape
detection by X-rays

Protocol | (1980) to the
Convention on Certain
Conventional Weapons

Incendiary weapons

Protocol 11l (1980) to the
Convention on Certain
Conventional Weapons

Blinding laser weapons

Protocol IV (1995) to the
Convention on Certain
Conventional Weapons

Mines, booby traps and
"other devices"

Protocol I, as amended
(1996), to the Convention on
Certain Conventional
\Weapons

IAnti-personnel mines

Convention on the
Prohibition of Anti-Personnel
Mines (Ottawa Treaty)
(1997)

Explosive Remnants of War

Protocol V (2003) to the
Convention on Certain
Conventional Weapons

Cluster Munitions

Convention on Cluster
Munitions (2008)

1. Researching online media sources to identify controversies

The most significant aspect of the due diligence process will be to undertake research online to screen for

controversies.

If any relevant parent/subsidiary companies have been identified, these must also be researched.
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> How do | carry out an online search to check for controversies?

The below keywords/phrases should be used to carry out Google searches on prospective corporate funders
against a pre-defined list of sources. Where these identify potential controversies, ad-hoc searches may also be
used to research these further.

Keyword/phrase Keyword/phrase
Ethical Human Rights
Abuse Illegal

Bribery Litigation
Controversy Slavery
Corporate Manslaughter Tobacco
Corruption Arms Trade
Discrimination Defence
Extremism Trade Embargoes
Financial Irregularity UN sanctions
Fraud Health and Safety Breach

Proscribed list of credible sources (October 2018):

*  www.reuters.com

e  www.bbc.co.uk

*  www.wsj.com

e  www.economist.com

¢  www.nytimes.com

e  www.theguardian.com

For example, for a funder called Paradigm Shifting Research Funding Ltd, the Google search terms used would
be:

e “Paradigm Shifting Research Funding Ltd” bribery

e “Paradigm Shifting Research Funding Ltd” controversy

e “Paradigm Shifting Research Funding Ltd” “corporate manslaughter”
e _etc.

Tip: Use the ‘Revised DD Google tool’ spreadsheet saved HERE to generate the full list of search terms. Once
generated copy & paste the list into the ‘Multiple Tabs Search’ Chrome browser extension. (Add this extension
to your browser using the following LINK)

> What counts as a controversy?

The keywords act as a helpful guide as to what constitutes a controversial issue. Any media coverage relating to
any of these issues has the potential to negatively impact on PIONEER if funding is accepted, and as such should
be recorded as part of the due diligence review.

> Why is tobacco included as a keyword?

The University’s Code of Ethics states “The University’s investment policy excludes direct investment by/in the
tobacco industry.” This is due to the terms of our agreement with Cancer Research UK (CRUK). Any investment
in/from a company involved in the production of tobacco or tobacco-related products (i.e. cigarettes, etc.) could
jeopardise our contract with CRUK. Thus it is imperative that any link between a company offering funding and
tobacco is included in the due diligence paperwork, however small. This can be as apparent as a cigarette
manufacturer, or as subtle as a company supplying machinery to that manufacturer.
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> How should findings be recorded?

The role of the researcher is to present an objective, rounded summary of any news stories which point to
controversies. This may require including some contextual background to findings so that, when it comes to
sign-off, findings are conveyed fairly and accurately.

As an example, imagine a large pharmaceutical organisation is offering funding to PIONEER for data access. In
carrying out research, you discover that the company is in ongoing litigation. This should be included in the
findings, but the specific nature of the lawsuit will also have a bearing on the decision to accept or reject funding.
If the lawsuit is in relation to claims over the side effects of Paracetamol in earlier trials, this will have a material
bearing on the due diligence. On the other hand, if the lawsuit is in relation to a different drug altogether, or a
shareholder dispute, or anything unrelated to the proposed PIONEER research project, the impact is less acute.
Context, therefore, is clearly very important when recording findings, and will prove helpful when it comes to
making a final risk assessment at the point of sign-off.

> What timeframe should be considered when researching findings?

Generally speaking, any reports in the past five years should be considered when researching controversies.
However, if a matter of particular concern is identified outside of this timeframe, it should be included.

> Do I need to include references?

Yes, footnotes linking to the news articles discovered should be included. Remember, even reliable sources
need to be treated with care, so it is best practice to ‘dual source’ wherever possible. This is the act of locating
a second article from a separate reputable publication which covers the same issue, and adds to the rigour of
findings by presenting multiple touch points.
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Appendix 4. PIONEER Impact Summary over the last 5 years

PIONEER: Transforming Health Data into Real-World Impact since 2020

PIONEER is driving innovation in acute care research, data science, and patient safety, delivering measurable
improvements in healthcare efficiency and equity. Recognised by HDR-UK as one of the best-performing hubs,
PIONEER has established a scalable, secure, and cost-efficient data ecosystem, enabling cutting-edge research

and real-world solutions.

Advancing Acute Care Research & Al

o Developed new algorithms for early sepsis detection and promoted equitable data
representation in Al-driven solutions, ensuring fairness in healthcare innovation.
. Provided significant support to UHB Clinical Service Leads, guiding the expansion of Same Day

Emergency Care (SDEC) services, addressing winter pressures, and leading the introduction of a new
Medical Research Unit (MRU) pathway to alleviate front-door pressures.

. Driving measurable improvements in emergency care: Working with Plymouth Hospital, one
of the UK’s most challenged emergency departments, PIONEER has contributed to reduced
ambulance wait times, ED pressures, and waiting times. Engagements with Norfolk Hospitals are
ongoing, with new interest from Torbay and Devon.

Infrastructure & Data Capabilities
o Built a world-leading data haven in Microsoft Azure, in collaboration with ENSONO, providing
secure, scalable, and cyber-tested health data storage, linking and cleaning individual patient data
across health systems.

o Developed Trusted Research Environments (TREs) to support bespoke and secure analytic
environments for NHS, academic, and commercial partners.
o Created a scalable and federated system, ensuring flexibility and interoperability regionally,

nationally, and internationally.

Ethics, Governance & Transparency
. Gained ethical, HRA, and CAG approvals to securely link and share individual patient data with
NHS, academic, third sector, and commercial organisations under a robust governance framework.
o Increased public trust in health data use by establishing and delivering a Data Trust Committee.
. Conducted extensive public engagement, reaching 1,037 public members through webinars,
focus groups, and workshops.

Engagement & Communication

. Co-produced a series of patient- and public-led animations covering antibiotic resistance,
clinical decision support tools, and drug interactions.

o Led the "Health Data Saves Lives" campaign, which won an award for most inclusive patient
engagement at a national conference.

. Developed the PIONEER website (www.pioneerdatahub.co.uk) and general and SME-specific
brochures, to engage external stakeholders.

. Co-produced with patients and public a series of patient-facing animations on antibiotic

resistance, drug:drug interactions, clinical decision support tools.

Collaboration & Research Excellence
. Formed a high-impact COVID research collaboration (DECOVID) with UCL/UCLH and ATI,
securing £1.5M EPSRC funding.

. Shared datasets with leading academic institutions, with >470 analysts accessing data across
the UK.
. Supported 103 projects across multiple specialties and disease groups.
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. Published 45 academic papers citing PIONEER, with more in preparation.

. Secured leadership and theme leadership roles in major grants and infrastructure programmes
equating to >£52M of grant funding.

o Worked with DHSC on project funded to support Winter Pressures planning and policy.

Commercial & Future Growth

o Commercial partnerships under contract and a growing pipeline of industry collaborations,
ensuring sustainability and impact beyond academia.

PIONEER has proven itself as an agile, high-impact data hub, leveraging cutting-edge technology, patient
involvement, and cross-sector collaboration to drive real-world change in acute care and health data research.

This infographic showcases PIONEER’s key achievements across all workstreams, highlighting our impact in
shaping the future of healthcare through real-world data and collaboration.
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Appendix 5. PPI/E Strategy

Strategy Development Overview

Defining our principles

Based on our engagement and involvement to date, we outline nine principles as a basis for further
reflection and development to underpin our strategy:

1.

Patients and the public are involved in making decisions about how health data is used in
PIONEER and will continue to be involved throughout the programme

The benefits to patients and the public will be explicitly demonstrated in all research and
outputs coming out of PIONEER

The involvement of patients and the public is acknowledged in all project summaries provided
by PIONEER and in all research outputs from PIONEER

Information about the requests for research data access and the proposed reasons for use
will be published by PIONEER

All requests for data will include a description of public and patient involvement in the
research and will form part of the evaluation criteria

All PIONEER data users will provide accessible summaries of research

We will ensure PPI/E activity is inclusive and reflects the diversity of the UK

We work to increase awareness and understanding of how health data can be used in research
and discuss data use transparently to increase trust

We will be open and transparent when things go wrong. We will learn from these experiences
to mitigate future risk and explain what we have learnt, openly.

Defining our stakeholders

We want to include a diverse range of interests, experiences and voices in our strategy and PIONEER’s
delivery, noting that:

PIONEER will include data from patients with chronic illnesses who may be very familiar with
NHS healthcare, research and health data use

PIONEER will include health data from people who may have experienced a sudden event
(such as an infection) with less experience of healthcare

PIONEER will include health data from a range of older adults (who make up a major and
increasing proportion of acute care) who may have little experience of the concepts of health
“data”

PIONEER will include data from children and those aged over 13 may opt out of data sharing
PIONEER will include data from people from different cultures and backgrounds

Our PPI/E work needs to reflect this and be inclusive and accessible to all

Defining our existing assets and partners

We have a number of active initiatives ongoing across the involvement and engagement agendas
which we can utilize to enhance and accelerate PIONEER’s work:
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Patient steering groups already contribute to PPI activities across NHS data providers and
there is now a cross-UHB/UoB PPI Steering Group which includes both children (Young
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Persons’ Advisory Group) and adults, supported by specific training to increase PPI capacity
and capability.

Birmingham’s NIHR-funded Clinical Research Facility (CRF) has an existing programme of
Research Ambassadors who interact with local groups to increase awareness of research in
under-represented communities, and have specifically helped to enhance participation from
BAME groups.

To provide complete transparency and understand better what people want from their health
data, UHB is about to start a ‘Universal Consent’ research study asking people how they would
like their routinely collected health data used, and flagging their preference on their Electronic
Health record.

Birmingham also hosts the INSIGHT HDRH, and we have agreed to jointly coordinate
involvement and engagement approaches to add value to each other’s work. We also plan to
consult HDR UK’s own Public Advisory Board for a coordinated perspective on the wider health
data landscape

Defining ongoing involvement in PIONEER's structure

Long-term, valuable and valued representation and a clear voice for patients and members of the
public across PIONEER’s committees will be a vital characteristic:

Our PPI/E co-applicant and lead - will chair a DTC with support from PIONEER’s PPI/E Manager.
The DTC will consist of patients and members of the public who will apply to join, and then
agree a Terms of Reference including tenure of members. The DTC will review and contribute
to all executive decision making.

DTC will have sitting members on the Data Governance Committee, PIONEER Management
Committee (PMC) and DTC will receive the minutes from these meetings. The DTC will discuss
progress, data applications and PPIE Lead will feedback the DTC discussions to the Executive
Committee, of which he would be a member.

DTC will co-create and co-deliver public events about PIONEER, review the process/progress
of data curation across partners (with appropriate support) to ensure we meet ICO principles
of lawfulness, fairness and transparency in data curation.

In line with the cross-UKRI Public Engagement strategy, PIONEER will have a major focus on
enabling businesses to engage more effectively with patients and the public. DTC will work
with academics and clinicians to set up an Expert Service offer training businesses how to
engage with patients in the design, delivery and dissemination of innovation.

PPI/E time/costs will be reimbursed in accordance to INVOLVE principles.

Defining our approach to informing and refining our long-term PPI/E strategy

Alongside the recruitment of our DTC, we will consult with a wide diversity of other stakeholders to
inform our core PPI/E strategy, utilizing a range of mechanisms of engagement:
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We will increase visibility of the opportunities and challenges for health data use for patients,
the public and NHS staff by holding a series of public facing events within NHS data provider
facilities.
We will hold a series of targeted events with specific patient groups to provide an open forum
for discussion. We will continue to host a series of public awareness events for adults and
children.
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Currently children aged over 13 years old can opt out of their health data being used for
research, but their voices in PPI/E are seldom heard. We will work with our Young Persons’
Advisory Group at Birmingham Children’s Hospital, to develop a health data PPI/E theme for
young people. The PIONEER team also has strong links with schools and colleges within the
region to enable us to access younger stakeholders.

PIONEER includes a wide range of acute conditions or acute presentation of chronic conditions
with many affiliated patient groups and charities. Examples include Sepsis awareness UK,
Meningitis now, British Heart Foundation. PIONEER will reach out to these charities to raise
awareness of the relevance of PIONEER to their patient group, and seek to work with these
organisations to publicise acute health data use and widen PPI/E coverage.

We will enhance the reach of events by profiling activities on social media, using the UoB/UHB
Comms team. We will react pro-actively to national events and news stories, highlighting
relevant data opportunities or PIONEER-facilitated research activity, flagging opportunities to
inform our strategy.

We will design and maintain a public Facebook page and Twitter account for PIONEER, to help
reach our patients and their friends, to inform them of our research programme and facilitate
discussion about health data use

We will develop PIONEER-affiliated Health Data Ambassadors from within the different ethnic
communities represented in the WM to promote research without boundaries. Utilising our
extensive links with local and regional communities, ambassadors would be chosen to
represent key local communities where research participation is generally low.

PAG will be tasked with developing our long-term PPI/E strategy - and continuing to evolve its
principles, delivery and dissemination - utilizing feedback from these groups.

Key areas for development with our stakeholders to inform the strategy:

Theme 1. Increasing awareness and knowledge

1.

w

To increase patient and public awareness and knowledge of how and why their health data could
be used within PIONEER to improve health and care through a series of events and shared
information.

To ensure we reach as many people as possible, being mindful of the need for diversity and
inclusivity.

To adopt an ageless approach and interact with both adults and children.

To publish summaries of PPE events and interactions, to openly share what we have learned from
our engagement.

Theme 2. Data into action

1.

2.

100

To provide patients and the public with real examples of how data use has improved aspects of
health and care.

To ensure all PIONEER outputs include an accessible summary including summaries suitable for
children and adults
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Theme 3. Engagement into involvement

1. To encourage wider public and patient involvement in PIONEER
2. Toreach out to new people for PPI/E interactions, to ensure we are constantly challenged by new
voices and opinions

Theme 4: Evaluating, sharing and adopting PPI/E best practice

To evaluate PPI/E practice using tools such as GRIPP2 reporting checklists

To share PPI/E practice with HDR-UK and other Hubs to ensure best practice is adopted
To publish PPI/E activity in academic, peer review journals

To evaluate the impact and range of PPI/E activities using GRIPP2 checklists

HLbdE
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